Operator and Installation Manual

Power
Generation
Our energy working for you.™ ®

Remote Network Monitoring

PowerCommand iWatch™ 100

English 12-2007 900-0545 (Issue 3)






Table of Contents

SECTION TITLE PAGE
SAFETY PRECAUTIONS . ... e viii
CUMMINS POWER GENERATION POWERCOMMAND) SOFTWARE
LICENSE AGREEMENT . ... e X

ReCiHals . ... X
License Grant Restrictions . .. ..., X
Markings . ... ..o X
Materials .. ... X
Tl Xi
Licensee EXPENSES . ... ..ot Xi
Payment . ... Xi
Updates and Maintenance . ... nnn... Xi
No Modification by Licensee . ....... ..., Xi
Warmanties . . ... Xi
Warranty Disclaimer . ........... Xi
Government LiICENSEE . ... .. it Xii
Restricted Rights Legend . ...... ... ... .. .. Xii
Confidentiality ............ i Xii
Termination of Agreement . ............c.o i Xii
CompletenessS ... o Xii
Export Regulations . ......... ... Xiii
Governing Law . . ... Xiii
AOINEY'S FEES ... Xiii
Agreement Successors and ASSIgNS . .. ... Xiii
Reprint Permissions . ... ... Xiv

1 INTRODUCTION ..t e e 1-1

WelCOME .. 1-1

Additional Hardware Needed . ........... ... ... ... 1-2

Software Features . ........... i 1-2
Control Pages . ... 1-2

About This Operator’'s Manual . ............. ... ..., 1-2

2 SOFTWARE INSTALLATION . ..o 2-1

INtrodUCtioON . ... 2-1

Computer Hardware Requirements . ..., 2-1

Computer Software Requirements ..............ccoiiiinnann.. 2-1

i.lon100e3 CD / Software Installation ........................... 2-1

PowerCommand iWatch 100 CD Installation . .................... 2-2



Table of Contents

SECTION

3

TITLE PAGE
POWERCOMMAND iWATCH 100 INSTALLATION ................. 3-1
INtroduction . ... ... 3-1
Mounting and Wiring of the i.LON 100 .............. ... ......... 3-1
Mounting the Enclosure . ............ .. i 3-1
Wiring CoNNECLIONS . .. ...t 3-1
The RJ-45 10/100 BaseT Ethernet Port ...................... 3-1
The DB-9 Console Port . ... e 3-3
RS-485 Serial Port . ... 3-3
Connecting RS-485tothe ModBuUS . ........... ... ... ....... 3-3
The RJ-11 Telephone Line Port ........... ... ... iiiii... 3-5
High Voltage Mains Power . ........... .. .. .. 3-5
LonWorks Network . ......... . 3-6
Wiring Diagrams . . ... e 3-6
CONNECTING THE i.LON100e3 TO THE NETWORK AND
COMMISSIONING THE POWERCOMMAND iWATCH 100 .......... 4-1
Configuring a PowerCommand iWatch 100 . ..................... 4-1
Creating a Project Folder and Copying the Image . ............... 4-1
Updating Project Settings . ..o 4-1
Loading the i.LON 100 Image . .........c.iiriiiinnnnnnnennnn 4-4
Formatting the iLON 100 .......... ..o, 4-4
Setting a Static IP Address on your Computer ................ 4-7
PINg Test . ..o 4-9
FTP Transfer . ... ... e 4-11
Creating an Xdriver Remote Network Interface .................. 4-13
Opening A copy of the Template Databases . .................... 4-16
Commissioning the Devices . ............co .. 4-21
Set the PowerCommand iWatch 100 IP Address. . ............. 4-22
The Customer’s Configuration . .............. ... 4-23
The Service Webpages ............. i 4-24
Dial-up CONNECLION . .. ... 4-27
POWERCOMMAND iWATCH 100 WEB PAGES ................... 5-1
INtroduCtion ... ... 5-1
Important PowerCommand iWatch 100 Web Page Information . . ... 5-1
Genset Web Pages ... ... e 5-3
Genset AC Data and EngineData . .......................... 5-3
Genset Annunciator Data . ............ ... . i 5-3
Digital /OWeb Page ......... ... i, 5-3
ATSWeb Pages ... e e e e e e 5-3
ATS AC DAta . ..ot 5-3
ATS ANNUNCIAtor . ... . . 5-4



Table of Contents

SECTION TITLE PAGE
Controls Web Page ... e 5-5

Alarm Summary Page ........... . 5-7

Alarm History Webpage . ... 5-8

6 ALARM GENERATION AND NOTIFICATION . ... 6-1
INtroduCtioN ... ... 6-1

Sending Fault Codes and Types ViaE-mail ..................... 6-1

Disabling Alarms for Non-Commissioned LonWorks Devices ...... 6-3

Alarm Acknowledgment . .......... .. 6-4

Customizing the 16 User Defined Digital Alarms . ................ 6-5

Alarm Notification Via a Dial-up Provider . ....................... 6-8

Archiving /Capturing Alarm Log Data . .......................... 6-9

7 USER NAMES AND PASSWORDS . ... . i 7-1
Adding New Users/Modifying User Permissions . ................. 7-1

AddiNg @ USer ... 7-3

Deleting aUser . ... e 7-3

Assigning Usersto a Group . ... ovviei e 7-3

Removing Users froma Group ..........coviiiiininennn.. 7-4

Saving the Webparam.dat File . ............ ... ... ... ... ..... 7-4

APPENDIX A TROUBLESHOOTING THE NETWORK CONNECTION . ............ A-1
Setting a Static Address On Your Computer ..................... A-3



List of Figures

FIGURE

1-1

2-1
2-2

3-1
3-2
3-3
3-4
3-6
3-7

3-8
3-9
3-10
3-11

4-10
4-11
4-12
4-13
4-14
4-15
4-16
4-17
4-18
4-19
4-20
4-21
4-22
4-23
4-24

TITLE PAGE
The PowerCommand iWatch 100 Monitoring System . ............... 1-1
Installation Software List . ............ i 2-1
CD CONMteNtS . . 2-3
i.LON 100 Server DIN Rail Locking Tab Location ................... 3-1
i.LON 100 Server DIMENSIONS . . .. ..ot 3-2
i.LON 100 Server Data, Console, and Telephone Connections ....... 3-2
DB-9 Connector PiNS ... ... o 3-3
i.LON 100 Server High Voltage Mains Screw Terminals . ............. 3-5
i.LON 100 Server LonWorks TP/FT-10 Free Topology Twisted Pair

Terminals . ... . 3-6
PowerCommand iWatch 100 With PowerCommand 3100 Control . .. .. 3-7
PowerCommand iWatch 100 With PowerCommand 2100 Control . . . .. 3-7
PowerCommand iWatch 100 With PowerCommand 3200 Control . . . .. 3-8
PowerCommand iWatch 100 With PowerCommand 1.X, 2.X, 3.X

CONrOl . . 3-8
Openthe XML File . ... e 4-2
Ready to Edit Config.xmlfile ....... ... ... ... . i 4-2
New Connection DesCription . .......... ..ot 4-5
Port Connection . ... .. o 4-5
Port Settings . . ... .o 4-5
Formatting the i.LON 100 . ... ... it 4-6
i.LON 100 in the Bootrom Mode after Formatting ................... 4-6
Network Connections Properties Window . ......................... 4-7
Local Area Connection Properties Window . ....................... 4-8
Internet Protocol Properties . ... 4-8
Command Prompt Window . ...........c.o e, 4-9
Pinging a Device onthe Subnet . ........ ... ... ... .. i 4-10
Ping Test Successful . ... ... 4-10
FTP 10g-in .o 4-11
FT P SIe . . 4-12
LonWoarks Interface Icon . ... e 4-13
Lonworks Interfaces . ......... .. 4-14
Naming the Network Interface . .......... ... ... 4-14
Network Interface Type . . ...t 4-14
Entering the IP ADdress . ... e 4-15
Opening a Template Database ........... ..., 4-16
Renaming Your Network . ... 4-17
Network Attached Not Selected . ........ ... ... ... ... 4-17
Domain Definition . ....... ... . 4-17



List of Figures

FIGURE

4-25
4-26
4-27
4-28
4-29
4-30
4-31
4-32
4-33
4-34
4-35
4-36
4-37
4-38

5-1
5-2
5-3
5-4
5-5
5-6
5-7
5-8
5-9
5-10
5-11
5-12

6-1
6-2
6-3
6-4
6-5
6-6
6-7
6-8
6-9
6-10
6-11
6-12
6-13

TITLE PAGE
Connecting to the Network Interface . .......... ... ... ... ... .... 4-18
Network Interface . ... 4-19
Network Interface Upgrade ......... ... ... ... 4-19
Selecting ONNet ... ... 4-20
Network Interface Changes from Yellow to Green ................... 4-20
Commissioning the i.LON 100 . ........ ..o 4-21
Selecting Online for State . ............. i 4-21
Selection of Device Identification ................ ... oo, 4-22
Service Option for Customer Configuration Requirements ........... 4-23
LAN/WAN Network Setup . ... ..o e e 4-24
E-mail Default Option . ... ... 4-25
E-mail and LAN Test COnNNections . ............c.iiiiiiininnennnn. 4-26
Username and Password . ...t 4-27
MOdemM SetUPD . ..ot 4-28
Selecting Units of Measurement . .......... ... ... . ... 5-1
Webpage ACCESS . ...ttt 5-2
Oneline Diagram Web Page ........... ..., 5-2
Genset AC and Engine DataPage . ..., 5-3
Genset Annunciator Data Web Page ........... ... .. ... ... ... 5-3
Digital IO Web Page . ... 5-3
ATS Source and Load Data . . .........ovuiinii i 5-4
ATS ANNUNCIALOr Page . .. ..o 5-4
Controls Web Page . ... 5-5
Relay OUIPULS . . . ..o e 5-6
Alarm SUMMANY . ... e 5-7
Alarm HistOry . ... 5-8
PowerCommand iWatch 100 Web Page . ........... ... ... ... ..... 6-1
Selecting E-mail fromMainMenu . ............. .. i 6-2
Enter Destination E-mail Address . ............ i 6-2
Selecting Service Button ROM Web Page ......................... 6-3
Alarm Notifier Dialog BOX . . ... 6-4
Alarm Notifier Log Data Points . ............... .. 6-5
16 Digital Alarm PointS . ... ..o 6-5
Data Point Selection . ......... ... i 6-6
Available Alarms . ... .. 6-6
Scroll DOWN the Tree . . ..o e e e e e 6-7
New CONNECHION . . ... i e e et e 6-8
NEeW SMT P SEIVEI ..t e e e e 6-8
Service Provider . ... ... 6-9



List of Figures

FIGURE

7-1
7-2
7-3

A-1
A-2
A-3
A-4
A-5
A-6
A-7
A-8
A-9
A-10

TITLE PAGE
Web Server Security and Parameters . ......... ... ... .. ... .. ... 7-2
Open Webparams File . ........ .. .. 7-2
UsSer's Tab . ... 7-3
Command Prompt . ... A-1
Entering the Ipconfig Command .......... ... ... .. .. ... ... . ... ... A-2
Pinging the Powercommand iWatch 100 . .......................... A-2
Ping Failure Message . ....... ...t A-2
Opening “My Network Places” . ......... ... i A-3
Selecting “View Network Connections” ................. ... ....... A-3
Local Area Network Connection . ..............iiiiiiininnenn.n. A-4
Local Area Connection Properties . .............c. ... A-4
Internet Protocol (TCP/IP) Properties ..., A-5
Modified Internet Protocol (TCP/IP) Properties . .................... A-5

Vi



List of Tables

TABLE

3-1
3-2
3-3
3-4
3-5
3-6

TITLE

i.LON 100 Server DB-9 Pin Assignment . .................
i.LON 100 RS-485 Pin Assignment . .....................
i.LON 100 RS-485 Pin Assignment ......................
TB2 Connections for RS-485 ModBus Communications . ...
i.LON 100 Server AC Power Mains Connections ..........

i.LON 100 Server LonWorks TP/FT-10 Network Connections

Vii



Safety Precautions

The PowerCommand Network can be used to re-
motely operate power transfer equipment (e.g.,
transfer switches, paralleling systems) and start
and stop generator sets. All of the safety precau-
tions for that equipment must be observed. Refer to
the Operator’'s Manual for the equipment that is be-
ing monitored and controlled by the network for im-
portant safety precautions.

The following symbols, found throughout this
manual, alert you to potentially dangerous condi-
tions to the operator, service personnel, or the
equipment.

This symbol warns of immediate
hazards which will result in severe personal in-
jury or death.

AWARNING| This symbol refers to a hazard or
unsafe practice which can result in severe per-
sonal injury or death.

This symbol refers to a hazard or
unsafe practice which can result in personal in-
jury or product or property damage.

MOVING PARTS CAN CAUSE SEVERE
PERSONAL INJURY OR DEATH

e Keep your hands, clothing, and jewelry away
from moving parts.

e Before starting work on the generator set, dis-
connect battery charger from its AC source,
then disconnect starting batteries, negative (-)
cable first. This will prevent accidental starting.

viii

e Make sure that fasteners on the generator set
are secure. Tighten supports and clamps, keep
guards in position over fans, drive belts, etc.

e Do not wear loose clothing or jewelry in the vi-
cinity of moving parts, or while working on elec-
trical equipment. Loose clothing and jewelry
can become caught in moving parts. Jewelry
can short out electrical contacts and cause
shock or burning.

e [f adjustment must be made while the unit is
running, use extreme caution around hot man-
ifolds, moving parts, etc.

ELECTRICAL SHOCK CAN CAUSE
SEVERE PERSONAL INJURY OR DEATH

e Remove electric power before removing pro-
tective shields or touching electrical equip-
ment. Use rubber insulative mats placed on dry
wood platforms over floors that are metal or
concrete when around electrical equipment.
Do not wear damp clothing (particularly wet
shoes) or allow skin surface to be damp when
handling electrical equipment.

e Use extreme caution when working on electri-
cal components. High voltages can cause inju-
ry or death. DO NOT tamper with interlocks.

e Follow all applicable state and local electrical
codes. Have all electrical installations per-
formed by a qualified licensed electrician. Tag
and lock open switches to avoid accidental clo-
sure.

e Jewelry is a good conductor of electricity and
should be removed before working on electri-
cal equipment.



MEDIUM VOLTAGE GENERATOR SETS
(601V to 15kV)

e Medium voltage acts differently than low volt-

age. Special equipment and training is required
to work on or around medium voltage equip-
ment. Operation and maintenance must be
done only by persons trained and qualified to
work on such devices. Improper use or proce-
dures will result in severe personal injury or
death.

Do not work on energized equipment. Unau-
thorized personnel must not be permitted near
energized equipment. Due to the nature of me-
dium voltage electrical equipment, induced
voltage can remain even after the equipment is
disconnected from the power source. Plan the
time for maintenance with authorized person-
nel so that the equipment can be de-energized
and safely grounded.

TRANSFER SWITCHES

e AC and DC voltages in the transfer switch com-

ponents present serious shock hazards that
can result in severe personal injury or death.
Read and follow these instructions.

Keep the transfer switch cabinet closed and
locked. Make sure only authorized personnel
have cabinet and operational keys.

Due to the serious shock hazard from medium
voltages within the cabinet, all service and ad-
justments to the transfer switch must be per-
formed only by an electrician or authorized ser-
vice representative.

¢ [f the cabinet must be opened for any reason:

1. Move the operation selector switch on the
generator set to Stop.

2. Disconnect battery charger from its AC
source. Disconnect the starting batteries
of the generator set. (Remove the nega-
tive [-] lead first to prevent arcing from ig-
niting explosive battery gas.)

3. Remove AC power to the automatic trans-
fer switch. If the instructions require other-
wise, use extreme caution due to the dan-
ger of shock hazard.

GENERAL SAFETY PRECAUTIONS

The PowerCommand Network allows remote
operation of equipment. PowerCommand Soft-
ware for Windows can remotely start and stop a
genset or exercise a transfer switch. Network
modules can independently control other net-
work modules and operate other electrical de-
vices such as fans or pumps etc. Make certain
that all appropriate personnel are notified be-
fore remotely operating equipment and make
them aware of any equipment that can be ener-
gized automatically.

Do not work on this equipment when mentally
or physically fatigued, or after consuming any
alcohol or drug that makes the operation of
equipment unsafe.

Use only the latest physical and logical connec-
tion diagrams for installing and maintaining the
PowerCommand Network. If changes are
made to the physical or logical network con-
nections, make sure the site connection dia-
grams are updated. Create a new CSV file if the
number or type of modules changes or if the
bindings change.

PCN-1



CUMMINS POWER GENERATION POWERCOMMAND® SOFTWARE LICENSE AGREEMENT

By breaking the seal on the PowerCommand diskette envelope, you indicate your acceptance of the
terms of this Agreement. If you do not accept the terms of this Agreement, you may return within 5
business days of your purchase the entire contents of this kit to the Cummins distributor from which it
was purchased for a complete refund.

RECITALS:

WHERAS, Onan Corporation d/b/a Cummins Power Generation (hereinafter “CPG”) and Licensee desire to
establish a relationship pursuant to which Licensee will obtain certain rights from CPG with respect to the Li-
censed Software, and CPG will provide certain information and updates to Licensee, all for the mutual benefit
of CPG and Licensee; THEREFORE, in consideration of the above premise and the mutual covenants con-
tained herein, CPG and Licensee agree as follows:

1. License Grant Restrictions

a. CPG hereby grants to Licensee a non-exclusive, non-transferable and non-sublicensable license to
possess and use one copy of the Licensed Software contained in this package in machine-readable
form to monitor and control power generation systems manufactured or sold by CPG. The Licensed
Software is specifically licensed for use in a single facility of Licensee for its intended purpose, and
it may not be sublicensed, sold, or otherwise distributed. The license for Licensed Software is subject
to the following terms and conditions.

b. Licensee may load each copy of the Licensed Software and the “Security Key” files provided by CPG
onto a single computer as required to use the Licensed Software for its intended purpose. Licensee
may make a single backup or archival copy of the Licensed Software in machine-readable form, pro-
vided that Licensee affixes to the backup or archival copy any copyright and trademark notice, serial
number and any other legend of ownership contained on the original disk from which the archival
copy was made.

c. Licensee agrees to use the Licensed Software, and any updates to the Licensed Software, in strict
accordance with CPG’s published service practices and/or product warranty guidelines for the sole
purpose of monitoring and controlling power generation systems manufactured or sold by CPG.

d. Licensee acknowledges that CPG may, at its option and at no cost to the Licensee, provide updates
to the Licensed Software so that the most current version of the Licensed Software is used to monitor
and control power generation systems. CPG may also offer for sale upgrades of the Licensed Soft-
ware which the Licensee is under no obligation to purchase.

e. All rights relating to the Licensed Software not specifically granted to Licensee pursuant to this
Agreement shall be retained by CPG.

f. Licensee acknowledges that the Licensed Software may include software that CPG has obtained
or licensed from a third party, and Licensee agrees that the terms and conditions of this Agreement
shall be applicable to any such third party software. Licensee agrees to abide by any additional or
modified terms and conditions with respect to such third party software if reasonably requested in
writing by CPG and/or the third party.

2. Markings

Licensee shall use its best efforts to preserve all copyright, trademark, ownership or other notices, legends or
markings on the Licensed Software as originally provided by CPG. In the event the Licensed Software con-
tains any copyright or other message imbedded therein, Licensee shall not modify or remove such embedded
message. All copyright, trademark, ownership or other notices, legends or markings on the Licensed Software
as originally provided by CPG also shall be clearly displayed on each backup or archival copy of the Licensed
Software.

3. Materials

The PowerCommand Installation Diskettes, Security Key Diskettes, User Manual, and any updates thereto,
constitute the entire product referred to herein as the Licensed Software unless otherwise agreed to by the
parties.



4. Title

Title and full ownership rights to the Licensed Software and any updates thereto, and all intellectual property
rights, including, without limitation, patent, trademark, copyright and trade secret rights therein, shall remain
with CPG and/or its subsidiaries. CPG expressly retains all rights that it may have under U.S. or foreign laws or
international treaties relating to the Licensed Software, except for those rights expressly granted to Licensee
herein.

5. Licensee Expenses

Costs and expenses incurred by Licensee relating to any use of the Licensed Software, or any other costs not
specifically agreed upon by the parties in writing, shall be responsibility of Licensee.

6. Payment

The sales price does not include any federal, state, local or other governmental taxes, or other tariffs which
may be imposed on the sale, transportation, production, storage, or export of the Licensed Software. Any and
all such taxes and costs shall be paid by Licensee and CPG shall have no liability therefor.

7. Updates and Maintenance

a. CPG agrees to provide reasonable free Help Desk support for the current version and the latest prior
version of the Licensed Software at hours, and under terms and conditions determined solely by
CPG.

b. In the event of an error or defect in the Licensed Software or periodic update thereto, CPG agrees
to repair or remedy such errors or effects which CPG deems necessary. Licensee shall, promptly
upon discovery thereof, notify CPG, in writing, of any errors or defects in the Licensed Software and/
or periodic update thereto. CPG shall use its best efforts to remedy or repair such errors or defects,
devoting reasonable resources to such task in view of the particular business situation and customer
need.

8. No Modification by Licensee

Licensee agrees not to translate, rearrange, reverse assemble, reverse compile, enhance, adapt, translate,
alter, modify or change in any way the Licensed Software, or any update thereto, without the prior written au-
thorization of CPG.

9. Warranties

CPG warrants that the diskettes containing the Licensed Software shall be free from defects in material or
workmanship for a period of ninety (90) days from the date of delivery to Licensee. CPG also warrants that the
Licensed Software shall be delivered free of any rightful claim of infringement of any copyright, trademark,
trade secret or other proprietary right of any third party, provided that prompt notice of, and control over, such
claims is provided to CPG by Licensee. In the event of such claim, CPG may, at its sole option, defend the
claim, procure for Licensee the continued rights as described herein, modify the Licensed Software so the
claim is avoided without reduced functionally, or refund Licensee’s sales price paid. CPG’s option shall be its
sole obligation and Licensee’s sole remedy in such event.

10. Warranty Disclaimer

The Licensed Software and any and all updates thereto are licensed “As Is” with the exception of the warran-
ties specifically provided herein. CPG does not claim and does not warrant that the Licensed Software will run
error free. WITH THE EXCEPTION OF THE WARRANTIES PROVIDED HEREIN, CPG DISCLAIMS ALL
WARRANTIES, EITHER EXPRESSED OR IMPLIED, REGARDING THE LICENSED SOFTWARE, ITS
MERCHANTABILITY OR ITS FITNESS FOR ANY PARTICULAR PURPOSE, AND CPG WILL NOT OTHER-
WISE BE LIABLE FOR INDIRECT, INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND WHAT-
SOEVER RESULTING FROM LICENSEE’S USE OF THE LICENSED SOFTWARE OR FOR ANY ERROR
OR DEFECT IN THE LICENSED SOFTWARE. CPG’S NET LIABILITY TO LICENSEE SHALL NOT EXCEED
THE TOTAL AGGREGATE PAYMENTS BY LICENSEE TO CPG WITH RESPECT TO THE LICENSED
SOFTWARE.
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11. Government Licensee

If Licensee is acquiring the Licensed Software as, or on behalf of, a unit of the United States Government, the
following provisions shall be applicable: The Government acknowledges and agrees that the Licensed Soft-
ware and documentation relating thereto were developed at private expense and no part of the Licensed Soft-
ware or documentation relating thereto is in the public domain. The Government acknowledges CPG's repre-
sentation that the Licensed Software is “Restricted Computer Software” as that item is defined in Clause
52.227-19 of the Department of Federal Acquisition Regulation Supplement (DFARS). The Government
agrees that:

(i) If the Licensed Software is supplied to the Department of Defense (DoD), the Licensed Software is
classified as “Commercial Computer Software” and the Government is acquiring only “restricted
rights” in the Licensed Software and documentation relating thereto as that term is defined in Clause
252.227-7013(c)(1) of the DFARS, and

(ii) If the Licensed Software is supplied to any unit or agency of the United States Government other than
the Department of Defense, the Government’s rights in the Licensed Software and documentation
relating thereto will be defined in Clause 52.227-19(c)(2) of the FAR.

12. Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions set forth in subparagraph (c) (1) (ii)
of the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013.

13. Confidentiality

a. Licensee hereby acknowledges that the Licensed Software and periodic updates thereto contain
valuable information belonging to CPG that CPG considers “confidential”. Licensee acknowledges
and agrees that the source code, object code and other information respecting the Licensed Soft-
ware is confidential information of CPG. Consistent with the purpose of this Agreement, Licensee
agrees to use its best efforts not to release, disclose or otherwise permit unauthorized access to such
confidential information. In addition to any other rights or remedies which may be available to CPG,
CPG (without being required to post any bond or other security) shall be entitled to appropriate injunc-
tive relief against Licensee or its agents in the event of any breach of this section. Licensee acknowl-
edges and agrees that any unauthorized use of disclosure will cause irreparable injury to CPG and
that money damages may not provide adequate remedy.

b. CPG and Licensee agree to clearly mark written materials as "confidential” if they are to be treated
as confidential. Verbal communications that are confidential in nature will be identified as so before,
during or immediately after the communication.

c. Licensee will use its best efforts to ensure that all individuals who are provided access to the Licensed
Software under this Agreement will observe and perform this nondisclosure covenant.

14. Termination of Agreement

a. CPG may terminate this agreement for cause in the event that Licensee becomes or is declared in-
solvent or bankrupt.

b. In the event of termination of this Agreement, all rights granted by this Agreement shall revert to CPG.
Upon termination of this Agreement, Licensee will deliver to CPG all material furnished by CPG per-
taining to the Licensed Software and will also warrant that all copies thereof have been returned to
CPG or destroyed.

c. In the event of termination of this Agreement, Licensee and CPG shall remain obligated with respect
to the provisions of this Agreement relating to confidentiality of information.
15. Completeness

Licensee and CPG agree that this Agreement constitutes the complete agreement and understanding be-
tween the parties relating to Licensed Software and updates thereto. This agreement supersedes all prior
agreements, understandings, and negotiations whether written or verbal with respect to the subject matter
hereof. This Agreement can only be modified by a written agreement signed by both parties.

Xii



16. Export Regulations

Licensee understands that the Export Administration Regulations of the Department of Commerce of the
United States may prohibit the export of the Licensed Software to certain countries and agrees to conform to
those regulations. Licensee shall indemnify CPG against any liability or loss related to Licensee’s failure to
conform to those regulations.

17. Governing Law

This Agreement shall be governed by and construed in accordance with the laws of the State of Indiana,
United States of America and NOT the UNCISG. To the extent required in order to comply with the laws and
regulations of any country in which Licensed Software is distributed or used, the terms and conditions of this
Agreement shall be construed to most nearly effectuate the purposes of the Agreement as set forth herein. If
any provision of this Agreement shall be held to be unenforceable, such holding shall not affect the enforce-
ability of any other provision hereof.

18. Attorney’s Fees

In the event of any legal action or other proceeding that is brought about to enforce this Agreement, the prevail-
ing or successful party shall be entitled to recover reasonable attorneys’ fees as well as other costs incurred in
that action or proceeding in addition to any compensation to which it may be entitled as a result.

19. Agreement Successors and Assigns

The terms and conditions of this Agreement shall inure to the benefit of and enforceable by CPG and the suc-
cessors and assigns of CPG’s interest in this agreement and/or CPG’s ownership of the Licensed Software.

© Onan Corporation 2002
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REPRINT PERMISSIONS

Excerpts from the following quick start guides are reprinted with permission of
Echelon:

i.LON 100 e3 Internet Server Quick Start Guide
Excerpts from the following manuals reprinted with permission of Echelon:

i.LON 100 e3 Internet Server User’s Guide: Installing, Connecting, and
Configuring the i.LON 100;

i.LON 100 e3 Internet Server User’s Guide: Using the i.LON 100 Web Pages
to Configure Application and to Monitor and Control Data Points;

i.LON 100 e3 User’s Guide

In addition, screen shots from the i.LON 100 built-in web pages will be
reproduced.

Except as expressly permitted, no part of this publication may be reproduced,
stored in a retrieval system, or transmitted, in any form or by any means,
electronic, mechanical, photocopying, recording, or otherwise, without the prior
permission of Fuji Electric Systems. Excerpts from the i.LON documentation
may not be reproduced, stored or transmitted without the prior permission of
Echelon Corporation.

Echelon and i.LON are trademarks of Echelon Corporation registered in the
United States and other countries.
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1. Introduction

FIGURE 1-1. THE POWERCOMMAND iWATCH 100 MONITORING SYSTEM

WELCOME

The PowerCommand iWatch™ 100 is an Eche-
lon™ i.LON100e3 based device that provides
monitoring and control of generators and/or trans-
fer switches via the Cummins® PowerCommand®
FT-10 (Echelon LonWorks®) network. Access to
the PowerCommand iWatch 100 can be obtained
over an ethernet LAN/WAN, Analog Modem Dial-
in or GSM Connection by using Internet Explorer®
6.0 or higher as the GUI.

The PowerCommand iWatch 100 is comprised of
three major components:

e i.LON100e3 Software — Used to set up the
i.LON100 as a Remote Network Interface, add
configuration Plug-Ins, and install software up-
grades for LonMaker for Windows

e PowerCommand iWatch 100 Support CD — In-
cludes the factory image files for LonWork’s
gensets and ModBus gensets, network data-
bases, type/format files, security profiles and
documentation needed for the PowerCom-
mand iWatch 100 application

e i.LON100e3 Hardware — The PowerCommand
iWatch 100 works with LonWorks FT-10 net-
work Automatic Transfer Switches (ATSs), gen-
set controls, and 13xx series control (ModBus).

i.LON 100 .
Hardware Cummins

+ + PowerCommand — PowerCommand
. iWatch 100 iWatch 100
i.LON 100 Software
Software
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ADDITIONAL HARDWARE NEEDED

The installer must supply the following items; they
are needed for installation and application of the
PowerCommand iWatch 100.

e DB9 female connector — Female null modem
cable (EIA-232)

e Ethernet patch cable (RJ-45 connectors)

e Power cord (type is dependent upon the power
supply, 90-230 VAC, 50-60 Hz)

SOFTWARE FEATURES

The features available through the PowerCom-
mand iWatch 100 are briefly described here and
are covered in more detall in the section related to
that feature.

OnelLine Page — Gives an overview of the status of
the network and provides links to each of the de-
vices on the network.

Generator Summary — Web page for monitoring
generator AC and engine data.

Generator Annunciator — Web page for monitor-
ing all of the generator annunciated alarms.

ATS Summary —Web page for monitoring the ATS
source and load data.

ATS Annunciator —Web page for monitoring all of
the ATS annunciated alarms.

Alarm History Log — Contains a list of the last 50
alarms.

Alarm Summary Page — Contains a summary of
all of the alarms and allows for clearing and ac-
knowledging alarms.

E-mail Page — Contains preconfigured e-mails.
You can configure more emails and the recipients.

Digital I/O —Web page for monitoring digital inputs
and outputs.

Control Pages

Genset & ATS - Web page for activating the gen-
erator Start/Stop command and Fault Reset but-
tons as well as Test and Fault Reset for the transfer
switches.

Control — Web page for activating the relay out-
puts.

ABOUT THIS OPERATOR’'S MANUAL

This Operator’'s Manual covers software installa-
tion, setup, and operation of the PowerCommand
iWatch 100 application.

e Section 1 provides an overview of this manual
and some basic features.

e Section 2 describes the required software to be
installed on the service technician’s computer.

e Section 3 covers installation requirements and
how to mount, wire, and connect the Power-
Command iWatch 100 to a LAN/WAN or Dial-up
ISP modem.

e Section 4 describes how to create the Power-
Command iWatch 100 project folders, modify
customer specific settings, and load the web
page files onto the iLon100. It also includes set-
ting up hyper terminal, setting up a remote net-
work interface, setting a static IP adress on the
service computer, configuring a dial-up connec-
tion, and commissioning the PowerCommand
iWatch 100 using LonMaker® for Windows®.

e Section 5 provides descriptions of the Power-
Command iWatch 100's user web pages.

e Section 6 provides information on alarm gener-
ation and natification, including e-mail configu-
ration.

e Section 7 provides information on setting up dif-
ferent user names and passwords.

e Appendix A provides general information on
troubleshooting the network connection.
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2. Software Installation

INTRODUCTION

This section covers the installation process and
setup instructions for the i.LON100e3 software
and the PowerCommand iWatch ™ 100 application
files. This information is to be used by the tech-
nician when creating the network. The end user
only needs to make sure that the monitoring com-
puter has access to Internet Explorer 6.0 or higher
and the necessary hardware to support this brows-
er.

Unless a new version of the PowerCommand
iWatch 100 or new version of i.LON 100 is re-
leased, the software described in this section only
needs to be installed once on the technician’s com-
puter. In order for the complete PowerCommand
iWatch 100 application to function correctly, it is
necessary to complete all of the setup procedures,
as described in each of the sections.

COMPUTER HARDWARE
REQUIREMENTS

To use i.LON10O installation and configuration
software, your computer must meet or exceed the
following hardware requirements.

e Pentium Il 600 MHz or faster

128 MB RAM minimum
e 70 MB free hard disk space
e CD-ROM drive

e Super VGA (800 x 600) or higher resolution dis-
play with 256 colors (1024 x 768 recommended
for viewing web pages)

e Mouse or compatible pointing device
e Serial port

e Ethernet RJ45 port (NIC port)

COMPUTER SOFTWARE
REQUIREMENTS

To use i.LON10O installation and configuration
software, your computer must meet or exceed the
following software requirements.

e Microsoft Windows XP or Windows 2000

e | onMaker 3.1, Version 3.13.10 and LNS ver-
sion 3.08.05 (Service Pack 8)

e Terminal Emulator (for example, Windows Hy-
per Terminal)

NOTE: Cummins recommended updates for Lon-
Maker are included on the PowerCom-
mand iWatch 100 CD if needed. You can
check your LonMaker version by launch-
ing LonMaker. At the first dialog box, click
on the LonMaker icon in the far upper left,
and select “About Echelon LonMaker”. If
you have questions about your LonMaker
version, contact service.

|.LON100e3 CD / SOFTWARE
INSTALLATION

NOTE: The software on the CD provided by Eche-
lon should be i.LON100 version e3.

¥ Echelon L.LOM 100 e Service Reloae 7

-— u
Install Products = ECHELON
Please choose an applbnmm to Install from
one of the options on the righ
Echalon LLON 100 &3 SR2 Softwars ()
Macromedia Contribute 3,11 Tiial Edian .
Echelon LLON Vislon 1 SR2 Saftware .
Llich Base fot iy intenmatan
Micrasoft tsimat I:Kplﬁl!l 17 .
Adabe Reader T .
-

FIGURE 2-1. INSTALLATION SOFTWARE LIST

NOTE: DO NOT install Echelon LonMaker 3.1,
Update 2 (LNS Turbo). This feature is
NOT recommended or supported by
Cummins, Inc.

This installation only needs to be performed on the
technician’s laptop. i.LON100 software is not
needed for viewing the web pages.

The i.LON100e3 software installation CD contains
the following:
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e {.LON100 Configuration Plug-In (Not needed)
e LonMaker 3.1 update 2. (Do not install.)

e LNS Service Pack 8

e (.LON100 User Guides

There are two different methods available for ob-
taining the i.LON100e3 software.

e Request it from the CPG Software Shelf.

NOTE: If you are obtaining the i.LON100e3
software from the CPG Software
Shelf, keep in mind that it may take
several days to receive the software.

e |nsert the i.LON100e3 CD provided with the
PowerCommand iWatch 100 and follow the
steps below.

To install the i.LON100e3 software from the CD:

1. Insert the i.LON100e3 software installation
CD into your computer. If the program fails to
start, navigate to your CD-ROM drive and run
setup.exe.

2. Click on Install Products.
3. Click on the i.LON100e3 SR2 Software only.

4. Follow the instructions in the setup wizard. Be
patient. This may take several minutes. (If
your LonMaker version is not at least 3.13.10
and LNS version 3.08.05, the installation may
prompt you to install the updates necessary to
achieve these version levels. It is recom-
mended that you stop and install these up-

dates separately. They are located in the
Echelon updates folder on the PowerCom-
mand iWatch 100 CD.)

POWERCOMMAND iWATCH 100 CD
INSTALLATION

The support CD contains the necessary files to
load onto the PowerCommand iWatch 100, a PDF
of this manual, and the supplements described be-
low:

e Network support CD
e PowerCommand iWatch 100 format files

e PowerCommand iWatch 100 LonMaker data-
bases for 2100, 3100, and 32xx generator con-
trols

e Documentation on the PowerCommand iWatch
100, FT-10 Devices, FT-10 and ModBus Net-
work Installation, and application supplements

e Read Me file

NOTE: The CD contains folders for both the 2100,
3100, 3200 genset control PowerCom-
mand iWatch 100 and the 1301 genset
control (ModBus) PowerCommand iWatch
100 (see Figure 2-2).

For a detailed description of each of the files in-
cluded, please refer to the Readme.doc file on the
PowerCommand iWatch 100 CD. The Readme file
includes the names, dates, and location of each of
the files on the PowerCommand iWatch CD. Infor-
mation on file placement is also described in detail.
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Help

eBack - \ﬁ},) Lﬁ pSearch H:__-Folders -

A
File and Folder Tasks 2/ B

Publish this Folder ko
the \Web

ke? Share this folder

Other Places

'ﬂ My Cormputer
D My Documents
q My Metwork Places

Netails ¥

| Mame -

: 123 Documentation

E I Echelon
| @ Lonitarks
| ) Madscan

| [ZPlug Ins - Ok, 2005
I PowerCommand fwatch 3 02 20 04

;@Readme.doc
|

Size | Type
File: Folder
File: Folder
File: Folder
File Folder
Filz Falder
Filz Falder

Date Modified
11202007 2:47 PM
1Z2[18/2007 2:13 AM
11/20/2007 2:51 PM
11/20/2007 2:52 PM
11/20{2007 2:52 PM
Q27(2007 5:25 PM

47 KB Microsoft Word Doc...  12/18/2007 10:24 AM

47.0KE ¢ My Computer

FIGURE 2-2. CD CONTENTS
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3. PowerCommand iWatch 100 Installation

INTRODUCTION

This section describes the physical installation of
the PowerCommand iWatch™ 100 and the physi-
cal connections to the i.LON100 server.

MOUNTING AND WIRING OF THE
[.LON 100

The information included in this section is taken di-
rectly from Echelon’s “i.LON100 e3 User’s Guide.”
This section describes the mounting of the i.LON
100, the LonWorks connection, the console con-
nection, the telephone line connection, the ether-
net connection, and the power connection.

For additional information on any of the other con-
nections, refer to the Echelon i.LON 100 User’s
Guide.

Mounting the Enclosure

The i.LON 100 Internet Server is in-

tended to be mounted inside of a suitable, safe-
ty-agency approved enclosure that is mounted
in arestricted access area. High-voltage wiring
must be performed only by a qualified service
person.

Thei.LON 100 Internet Server mounts to a 35mm x
7.5mm or 35mm x 15mm DIN rail located inside of
a suitable, safety-agency approved enclosure,
and mounted in a restricted access area. All high-
voltage wiring must be performed by a qualified
service person. The rear of the i.LON 100 server
enclosure contains a spring—loaded DIN rail lock,
which securely grabs the DIN rail onto which the
enclosure is snap mounted (see Figure 3-1). To re-
lease the enclosure from the DIN rail, insert a flat
head screwdriver into the DIN rail locking tab and
gently pull the tab upwards and away from the en-
closure.

B AA A
IERNE

TRELELLE

- e
W [ a3

£ ECHELON®

The locking tab is located below console port DB9

FIGURE 3-1. I.LON 100 SERVER DIN RAIL
LOCKING TAB LOCATION

Figure 3-2 shows the dimensions of the i.LON 100
server and the space required for the various con-
nectors. All units are in millimeters.

Wiring Connections

The i.LON 100 Internet Server is provided with two
rows of screw terminal wiring connections, an
RJ-45 data connection, an RJ-11 telephone con-
nection, and a DB-9 D-connector for connection to
a configuration console. The screw terminals are
located on the top and bottom edges of the chas-
sis, and are numbered 1 to 12 (ascending from left
to right) on the bottom, and from 13 to 28 (ascend-
ing from right to left) on the top. Figure 3-3 shows
the locations of all i.LON 100 server connectors.

The RJ-45 10/100 BaseT Ethernet Port

The RJ-45 connector must be used with an RJ-45
male connector and a suitable Category 5 or Cate-
gory 6 data cable connected to a 10BaseT or
100BaseT channel. The i.LON 100 server will au-
tomatically adjust to the speed of the data port, and
if a 100BaseT network connection is established il-
luminates the “100” LED indicator on the front pan-
el. The i.LON 100 server automatically detects
whether it is connected to an Ethernet hub or di-
rectly to a computer, so there is no need to use a
crossover Ethernet cable.
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FIGURE 3-2. i.LON 100 SERVER DIMENSIONS

o B0
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Wink Service

£ ECHELON®
Reset Switch
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VAC, 50/60 Hz)  Outputs Console Port RJ-11 Inputs
Telephone
Line Port

FIGURE 3-3.i.LON 100 SERVER DATA, CONSOLE, AND TELEPHONE CONNECTIONS



The DB-9 Console Port

The i.LON 100 server contains a console applica-
tion that is accessed using a terminal emulation
program, such as Windows HyperTerminal, via the
EIA-232 DB-9 console port. This application al-
lows you to set basic parameters such as the IP ad-
dress, subnet mask, and FTP user name and
password. The DB-9 is designed to be used with a
DB-9 null-modem crossover cable with female
connectors on both ends that connects the i.LON
100 server and an available COM port on a com-
puter running the terminal emulation program. The
connector pins on the DB-9 console are aligned as
shown in Figure 3-4. The connector pins are de-
scribed in Table 3-1.

ONONONORG)
® @ 06

FIGURE 3-4. DB-9 CONNECTOR PINS

TABLE 3-1.i.LON 100 SERVER DB-9 PIN

These are polarity sensitive signals, and the (+)
and (-) connections are noted adjacent to the ter-
minals. Since RS-485 is susceptible to common
mode ground differential voltage swings, it is
imperative that you use a suitable shielded cable
when connecting RS-485 based devices. Revers-
ing the polarity of the RS-485 bus will cause im-
proper bus operation and must be avoided. The
connector pins are described in Table 3-2.

TABLE 3-2.i.LON 100 RS-485 PIN ASSIGNMENT

i.LON 100 RS-485 Pin Description
26 Shield Grounds
27 RT-
28 RT+

Connecting RS-485 to the ModBus

The 1301 genset control contains data that can be
read using ModBus RTU protocol on a two-wire
RS-485 master/slave multi-drop bus. In this ar-

ASSIGNMENT rangement, the remote device (PowerCommand
i.LON 100 DB-9 Description iWatch 100) is the master and the 1301 is the
(DTE) Pin slave.
1 NC (No connect)
2 RxD (Receive Data) The 1301 is configured at a baud rate of 19,200, 8
, data bits, even parity, and 1 stop bit.
3 TxD (Transmit Data)
4 NC (No connect) For more information about ModBus RS-485 com-
5 GND (Ground) munications, refer to the ModBus Application Pro-
6 NC (No connect) tocol vl.1a and the ModBus Serial Line Imple-
7 NG (N " mentation Guide v1.0; both are available at
(No connect) www.modbus.org.
8 NC (No connect)
9 NC (No connect) TABLE 3-3. i.LON 100 RS-485 PIN ASSIGNMENT
DB-9 Shell Earth Ground " LON 100 1301 TB2
RS-485 Serial Port Pins Connector
Hi (+) 28 3
The i.LON 100 server includes one isolated Lo (-) 57 )
RS-485 multi-drop bus port implemented on termi- :
nals 26 through 28. Shield 26 1

3-3



\VIIIIIAILIII G —

bY.
RS

-

D
A

O TBAR CODE LABRL|
TB1 d
(CUSTOMER
INPUTS) " J13
) : |_ CONNECTOR
]
. J12
: L CONNECTOR
- ™ DS1LED
. STATUS
N INDICATOR
S1 AWAKE/ -4
SLEEP ON/
OFF SWITCH O SEAET_TAER
N - — (OPTIONAL)
R709 S (a
TB2 2% - = FUEL
=1
o— ConnECTOR ___ \l 53l E i SHUTOFF
(RS-485 : RELAY
COMMUNICATIONS) N TV g (L P (OPTIONAL)
|8 -
REE] =~ : 5
CONNECTOR | )

FIGURE 3-5. PCC1301 CONTROL BOARD WITH RS-485 COMMUNICATIONS PORT

TABLE 3-4. TB2 CONNECTIONS FOR RS-485 MODBUS COMMUNICATIONS

Connector Pin Signhal Name Connected To
TB2-1 RETURN Network Power Supply Return
TB2-2 BAT+ Network Power Supply
TB2-3 RS485 DATA A (+) Network Data A
TB2-4 RS485 DATA B (-) Network Data B
TB2-5 WAKE_UP_INPUT Active Low Wake-Up Signal

NOTE: Active Low Wake-Up signal (TB2-5) and Network Power Supply Return (TB2-1) can be tied

together. Communication cable shield may be connected to TB2-1. Cummins recommends
Belden 9729 cable for ModBus communications.
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The RJ-11 Telephone Line Port

The i.LON 100 Internet Server tele-
phone modem should be used only with tele-
phone circuits equipped with proper lightning
and transient protection circuitry. This mini-
mizes the risk of shock or damage should light-
ning strike on or near a telephone circuit to
which the i.LON 100 Internet Server is con-
nected.

This connector must be used with a suitable male
RJ-11 connector that is connected to a two-wire
POTS connection that is compatible with the V.90
internal analog modem. The i.LON 100 server
analog modem is not compatible with ISDN cir-
cuits.

To reduce the risk of fire, use only
No. 26 AWG or larger telecommunication line
cord.

High Voltage Mains Power

AC power within the i.LON 100
server presents a shock hazard that can cause
severe personal injury or death. Make sure the
AC power mains are turned OFF before remov-
ing the cover, handling the mains wiring, or
connecting any mains cabling to the i.LON 100
server device.

DO NOT under any circumstances operate the
i.LON 100 server device to mains voltages out-
side of the range 90-230VAC, -10% to +30%,
50/60Hz £2.5Hz.

[AWARNING] When connecting a unit, always
connect earth ground first, then Neutral, then
Line. This minimizes the risk of shock or equip-
ment damage should power inadvertently be
present on Line.

There is a risk of explosion if the
battery is replaced by an incorrect type. Dis
pose of used batteries in accordance to the in-
structions.

The i.LON 100 server is not
equipped with a power disconnect device.
When the device is installed and mounted, the
installer must provide a means to safely re-
move power, such as a power switch or a cir-
cuit breaker.

The high-voltage terminal block
has a plastic cover protecting the screw termi-
nals used to connect the high-voltage inputs.
This cover MUST be replaced after the power
wires are connected and before the power is
activated.

The 90-230VAC power mains connection is used
to power the i.LON 100 Internet Server. The i.LON
100 server contains an auto-ranging, auto-setting
mains power supply. It is not necessary to adjust
any jumpers or other settings when connecting
mains voltage.

The high voltage connection is implemented on
screw terminals 1 (earth ground), 3 (Neutral), and
4 (Line): screw terminal 2 (NC) is not used and
should remain unconnected. A solid earth ground
via terminal 1 connection is required for proper
ESD and EMC performance of the i.LON 100 de-
vice. Use the following order for installation.

1. Insert the earth ground;
2. Insert the neutral connection; and then
3. Insert the line connection.

DO NOT apply power to the i.LON 100 server until
you have checked all wiring connections.

NOTE: Cummins Power Generation recommends
connecting the PowerCommand iWatch
100 to a UPS so the unit does not lose pow-
er during a utility failure or transition from
utility to a back-up source.

- Wmmmmh
RSO TASAA e

PP P . P

"-‘-\--'_-"_-"_r

£ ECHELON®

FIGURE 3-6. I.LON 100 SERVER HIGH VOLTAGE
MAINS SCREW TERMINALS
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TABLE 3-5. .LON 100 SERVER AC POWER MAINS

TABLE 3-6. .LON 100 SERVER LONWORKS

CONNECTIONS TP/FT-10 NETWORK CONNECTIONS
Screw Enclosure Mains S Encl LONWORKS
Terminal Marking Connection crew nclosure Network
Terminal | Marking c ti
1 E Earth ground onnection
2 NC Do not connect 17 LON B TP/FT-10 twisted pair
3 N Neutral 18 LON A TP/FT-10 twisted pair
4 L Line Wiring Diagrams

LonWorks Network

The i.LON 100 server is provided with a TP/FT-10
free topology twisted pair LonWorks channel. The
PowerCommand iWatch 100 is a TP/FT-10 device.
The TP/FT-10 free topology twisted pair interface
is polarity-insensitive and requires connecting the
twisted pair to terminals 17 and 18 (see Figure
3-7).

- -

£ ECHELON®

FIGURE 3-7. I.LON 100 SERVER LONWORKS
TP/FT-10 FREE TOPOLOGY TWISTED PAIR
TERMINALS

Figures 3-8 through 3-11 show the genset control
wiring to the PowerCommand iWatch 100.
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DIGITAL INPUTS ARE MAX LOAD: 230 VAC, 10 AMPS OR 24 VDC, 10 AMPS
POLARITY SENSITIVE MIN LOAD: 5V, 5 MA
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FIGURE 3-8. POWERCOMMAND iWATCH 100 WITH POWERCOMMAND 3100 CONTROL

DIGITAL INPUTS ARE MAX LOAD: 230 VAC, 10 AMPS OR 24 VDC, 10 AMPS
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FIGURE 3-9. POWERCOMMAND iWATCH 100 WITH POWERCOMMAND 2100 CONTROL
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DIGITAL INPUTS ARE MAX LOAD: 230 VAC, 10 AMPS OR 24 VDC, 10 AMPS
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FIGURE 3-10. POWERCOMMAND iWATCH 100 WITH POWERCOMMAND 3200 CONTROL
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FIGURE 3-11. POWERCOMMAND iWATCH 100 WITH POWERCOMMAND 1.X, 2.X, 3.X CONTROL
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4. Connecting the I.LON100e3 to the
Network and Commissioning the
PowerCommand iWatch 100

CONFIGURING A POWERCOMMAND
IWATCH 100

The following steps are necessary to configure a
PowerCommand iWatch™ 100:

e Creating a project folder and copying the
image.

e Updating project settings.

e | oading the i.LON 100 Image.

e Creating an xDriver RNI.

e Opening a copy of the template database.
e Commissioning the Devices.

e Browsing the PowerCommand iWatch 100.

CREATING A PROJECT FOLDER AND
COPYING THE IMAGE

It is important to maintain a record of projects and
project settings. The first step is to create a project
folder where you can store a copy of the i.LON
image that you want to customize for the project.
You should give the project folder a name that will
allow you to easily associate the folder with the
projects.

For example, you may create a folder called:
C:\PowerCommand iWatch 3 02 20 04\Pro-

jects\Project Name\. Using Windows Explorer,
copy the required PowerCommand iWatch 100
image from the CD into the folder you created.
There are two images on the CD. One image is for
the 2100, 3100 and 3200 genset controls, and the
other image is for the 13xx genset controls. Both
images have the ability to display ATS and a DIM
module.

UPDATING PROJECT SETTINGS
In order to edit project settings:

1. Use Windows Explorer to open the project
folder you created above: (C:\PowerCom-
mand iWatch 3 02 20 04\Projects\Project
Name\).

2. Open the Web folder followed by the “user”
folder and “cpg” folder as shown below:
C:\Power.....\Projects\Project
Name\lmage\Web\User\CPG\

3. Open the config.xml file using Microsoft Word.
To do this:

a. Right click on Config.xml.
b. Select Open With.

c. Choose Microsoft Office Word (see
Figure 4-1).
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Choose Program. .,

2KE HTML Document
2KE HTML Document
2 KB HTML Document

Cpens the document with Microsoft Office Wword,

FIGURE 4-1. OPEN THE XML FILE

4. The word document will open (see Figure
4-2).

NOTE: If the document does not open as shown in
Figure 4-2, or if you do not have Microsoft
Word, the config.xml file can also be edited
with either NotePad or WordPad. If you are
not editing the file using one of these other

options, you must not alter the tag names.
For example <site_code> is the beginning
tag for the site_code field and
</site_code> is the end tag of the field. If
you modify either the beginning or end
tags, the config.xml file cannot be read cor-
rectly.

2 Confip.aml - Microseft Word

T T TTr— -x
DEElan27a &g 9 BT EAM G T T @ diged] Toerewrnn -1z - B 7 U [EjEE SR YA E
n,..g...‘ ....... 2eor bt Boeos b n b oe P Boroobbaan [ RO RO T e s b h Bros b B b 44 B A b T
(2zpem(
eam
(=5me_cooe (5244633 26095 Ta2 200406 eda0a TS lste code ™)
(<210.pano (Tndlependent School Dist. =196 +2_pama®)
(Srurber_ o genests () Jrumber,of_gereas )
(Srumberof s Jrimber o 9%*)
Coiolyeslogmie)
(’:ﬂ_m; metric*)
(Camea]
(roensen]
GeuserNo.l.
(ot 1 Jurrte )
Josmsent)
4 Garsarz
(=iatel{ GGenset No, 2 Jlabel®)
(= e [ 3 Jrvarner =
JPD) :
(4 Garsara °

FIGURE 4-2. READY TO

EDIT CONFIG. XML FILE
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5. Change the following settings in the con-
fig.xml file as required for the customer:

e Site_Code. (32 characters, case sensi-
tive). This code can be found on the CD
that came with your PowerCommand
iWatch 100. If you do not enter this code,
you will have to type in the code each time
you view the web pages.

e Site_Name. This is the name that appears
on the oneline diagram page. If you have
multiple sites, you may wish to rename this
to the name of the site you are viewing. You
may have up to 32 characters.

e Number_of Gensets. This can be
changed from one to four. It is possible to
have a PowerCommand iWatch 100 dis-
play more than four gensets. However, it is
a custom configuration and requires a fac-
tory configured unit.

e Number_of ATS. This has the range 0 —
4. Itis possible to have a PowerCommand
iWatch 100 display more than four ATS.
However, it is a custom configuration and
requires a factory configured unit.

e Digital_IO. This option allows you to use
digital inputs and outputs that are on the
PowerCommand iWatch 100 or a Digital in-
put output module. This field can either be
yes or no. The PowerCommand iWatch
100 can communicate with one DIM.

e Metric. This field is for the display units.
There are three options here: yes, no, and
ask. Select Yes to display metric units, No
to display imperial units, and Ask to ask the
user which units they want when they first
access the web pages.

e Genset and ATS Names. Each device has
a label field that can be changed. You can
use 16 characters for the genset name,
and 20 characters for the ATS name.

6. Save and close the config.xml file. If you are
using Microsoft Word to edit the file, select
Continue when prompted that the file is not a
word document.

If you have Digital /0, you may also modify the xml
file to rename the inputs/outputs, change indicator

colors, and change the text on the relay labels from
their default (activate/deactivate). The file for this
is called digitallO.xml. It is also located in C:\Pow-
er.....\Projects\Project
Name\lmage\Web\Usen\CPG\.

As you did with the Config.xml, right click on file
name DigitallO.xml in Windows Explorer, and
open it with Microsoft Word in order to make modi-
fications.

Each point has the following configurable fields:

e |abel. This field is the description of the
point that appears on the digital /0 page
and the digital control page. This field will
display 21 characters.

e led_off. This is the LED image that is dis-
played when the point is in the off state.
The default value is *“../..images/CPG/
LED_Grey.gif’. This should only be
changed if you wish to change the state of
the point to active off. Available options are
listed in a later paragraph, “LED Images”.

e led_on. This is the LED image that is dis-
played when the point is in the on state.
The default value is “../../images/CPG/
LED_RED.gif.” Available options are listed
in a later paragraph, “LED Images”.

e relay_off. This is the button image that is
displayed on the control page when the
relay is off. There is only a value in this field
if the point is an output. The default value
for outputs is “../..images/CPG/Buttons/
Small/Activate.gif”.

e relay_on. This is the button image that is
displayed on the control page when the
relay is on. There is only a value in this field
if the point is an output. The default value
for outputs is “../..images/CPG/Buttons/
Small/Deactivate.qgif".

e nv_in. This field should not be changed. If
it is changed, the point may not function
correctly. This is the network variable that
is used for displaying the state of an input
or output network variable.

e nv_out. This field should not be changed.
If it is changed, the point may not function
correctly. This is the network variable that
is used for control of the output.
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LED Images:

The following images can be used for LEDs. The
color of the LED follows LED__ in the file name. If
_Flash follows the color, the LED will flash at
approximately 1 Hz:

./l..images/CPG/LED_Grey.qif
./l..images/CPG/LED_Green.gif
./l..images/CPG/LED_Yellow.gif
./l..images/CPG/LED_Red.gif
./l..images/CPG/LED_Green_Flash.gif
./l..images/CPG/LED_Yellow_Flash.gif
./l..images/CPG/LED_Red_Flash.gif

Relay Button Images:

The following images can be used for the relay
control buttons. The name of the gif file is the text
that appears on a blue button. Other images could
be used as long as they are 110 x 31 pixels and
have been placed in the \web\images\CPG\But-
tons\Small\ folder on the PowerCommand iWatch
100.

./l..images/CPG/Buttons/Small/Activate.gif”
Jl..images/CPG/Buttons/Small/Deacti-
vate.qgif
./l..images/CPG/Buttons/Small/Start.gif
./l..images/CPG/Buttons/Small/Stop.gif

Save and close the DigitallO.xml file. If you are us-
ing Microsoft Word to edit the file, select Continue
when prompted that the file is not a Word docu-
ment.

LOADING THE I.LON 100 IMAGE

The following steps are required to prepare the
i.LON 100 and load the PowerCommand iWatch
100 image.

1. Connect the i.LON 100 to your PC using a
DB-9 null modem cable between the PC’s
COM port and the i.LON 100’s console port. (If
you have just applied power to the iLon100, it
takes two minutes to boot-up.)

2. Connect the i.LON 100 to your PC using an
Ethernet patch cable or Ethernet crossover
cable. From your PC'’s Ethernet Port, connect
the cable directly to the i.LON 100’s Ethernet
port. (This will keep your laptop and the i.LON
100 isolated from the customer’'s LAN/WAN-
while configuring it.) Be sure the LAN “link”
light on the iLon is illuminated.

3. Format the i.LON 100.
4. FTP the image.

Formatting the i.LON 100

Once the i.LON 100 is connected to the PC, open
Hyper Terminal and connect to the i.LON 100. To
do this:

1. Click on Start—All Programs—Accesso-
ries—Communication—HyperTerminal

2. If asked to make HyperTerminal your default
telnet program, select No.

Default Telnet Program? EJ

"We recommend that pou make HyperT erminal your default telnet
I program. Do you vant to do thig?

[] Dan't ask me thiz question again

es ] [ Na
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3. Name the HyperTerminal connection iWatch. 6. Assign the following communications port set-

(see Figure 4-3). In that way you can open it tings (see Figure 4-5):

again without having to remember your set-

tings. Bits per second= 9600
4. Once you have named the connection, click Data Bits = 8

OK.

. . ) i Parity = No Parity
5. The HyperTerminal displays a list of available

COM ports for your computer (see Figure Stop Bit = 1

4-4). Select the serial communication port to

which you connected the i.LON 100, then click Flow Control, NONE.
OK.

7. Click OK to continue.
Connection Description

8. You should now be connected to the i.LON
% T N 100 console. If the i.LON 100 has finished
boot up, press Enter.

Enter a name and choose an icon for the connection: 9. The iLON 100 prompt should appear:
Mame:; (iLon100>). If nothing appears, check your
|/ atch | connections and settings. If you see other in-

formation on the screen, wait for the i.LON100
to finish booting.

COM1 Properties ?

Part Settings l
FIGURE 4-3. NEW CONNECTION DESCRIPTION Bits per second: | 9600 -l
Data bitz: |8 -
Connect To - | J
o —— Parity: |N|:une j
Enter details for the phane number that you want to dial Stop bitz: |'I j
Country/region: |Uﬁih3d States (1) V|
Flow control: |20 -
Area code: - I
Phone number: | |
Connest using: | Conesant HDA D110 MDC V.92 M Bestore Defaults |
Conexant HDA D110 MDC V.92 Modeq
COk3
[ — [0k | Concel | eoow
FIGURE 4-4. PORT CONNECTION FIGURE 4-5. PORT SETTINGS



The i.LON 100 needs to be formatted before send-
ing it an image. To format:

1. Type Format at the HyperTerminal prompt
(see Figure 4-6 ), and then press Enter.

2. Answer“y” and press Enter when asked if you
want to proceed with the format.

‘g iWatch100 - HyperTerminal !Eu
File Edit Wiew Call Transfer Help
Dl @3 «0|E

=|

After formatting the i.LON 100, it will go into the
BOOTROM mode. In this mode, you can only re-
boot, set the IP Address, subnet mask, and trans-
fer files. Other operations are not permitted.

1. Verify the IP Address. The IP address will be
displayed when the i.LON 100 finishes reboot-
ing (see Figure 4-7).

2. You can also type show, and press Enter to
see the information shown in Figure 4-7.

iLON18@> format

This command will also force a reboot.
All applications will be stopped.

This command will format the flash disk, erasing ALL data, software,

and license keys. Be sure to backup any files that must be restored afterward.
The device will no longer function until a new i.LON system image is loaded.
To restore to factory defaults, use the "factorydefault™ command.

It is recommended that this command be run from the bootrom.

Do vou want to proceed with the format? {(u/n} v

[Connected 0:0z:46 bk detect 9600 8--1

HUM

FIGURE 4-6. FORMATTING THE I.LON 100

‘& iLon600 - HyperTerminal

File Edit Wiew Call Transfer Help

0O = ,3 =1 B

Bootrom Version: 3.01.89
192.168.1.222

IP Address:

Subnet Mask: 295.255.255.0
Host Name: iLON10G
Gateway: 192.168.1.222
PPP IP Address: none

DNS Servers: 0.0.90.0; 0.0.0.0

DNS Domain:
DHCP : of f
MAC ID: 00-DB-71-00-AD-65

LonTalk Hecur ID:
Time:

[Bootrom]l il ON10G>

TP/FT-18

[Bootrom]l iLON1G@> _

Copyright (c) Echelon Corporation 1999-2005.
Software provided herein may contain or be derived from portions of
materials provided to Echelon under license by a third party supplier.

03:00:00:05:DB:58 through 03:00:00:85:0B:5F
FRI SEP 28 18:23:01 20087 DST

The unit failed to come up due to a bad or missing load image.
Please perform the software upgrade procedure to restore proper operation.

All rights reserved.

|z

Connected 17:04:56 Auto detect 9600 &-N-1

FIGURE 4-7. 1.LON 100 IN THE BOOTROM MODE AFTER FORMATTING
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NOTE:

NOTE:

Figure 4-7 shows you what IP address is
assigned to your iLon and other in-
formation. Every iLon100 comes from the
factory with the IP address 192.168.1.222
assigned.

Leave HyperTerminal running until the
project is completely finished; it is a very
useful tool. You can minimize the window if
you need to use other applications.

3. Set your computer IP address to 192.168.1.25
with a subnet mask of 255.255.255.0.

Setting a Static IP Address on your
Computer

You can set a static IP address on your computer
by using the following steps:

s Network Connections

Ele Edt Yew Favorkes Tools Advanced Help

Qe - () Folders | [111] -

) Search
| !

1. On the desktop of your computer, right click on

My Network Places and select Properties. A
window is displayed (see Figure 4-8).

NOTE: Before you can proceed, your PC'’s Ether-

net port must be connected to another live
Ethernet port on another piece of equip-
ment in order to dynamically change or set
a static IP address on your PC. In this case
you should be connected directly to the
i.LON 100 using either a patch or cross-
over cable. The i.LON 100 will automati-
cally reconfigure it's port to accept either
type of cable. If you are not connected to a
live Ethernet port, you will be required to
reboot your PC before the changes take
place (see Figure 4-8). If you are con-
nected to a live port, the Status column
should show “Connected”.

2. Select your wired connection, right click, and

select Properties.

;'r

address | @ Netwark Connections

B> E

o | © Hame Tvpe
Network Tasks A Dial-up

5] Creste anew
ti

Dislup

@ Change Windows
Firewall settings

€ Start this connection

] Rename this connection

LAN or High-Speed Internet

P wirelsss Network Connection
LLocal Area Comnection
1) Delete this connection ol Bk Farmact iR 2

Changs settings of this
connection

Other Places

@ Contral Panel
\':g My Nehwork Places
) My Documents
i My Computer

LAN or High-Speed Inker...
LAN or High-Speed Inter...
LAN or High-Speed Inker...

Status

Disconnected

Connected
Connected
Disabled

Device Name Fhone # of Host Address | Owner

Conexant HDA D110 MD... 3050 System

Intsl(R) PRO/Wirsless 39... System
Eroadcom Metxtreme S7... System
Cisco Systems YPN Adapter System

Congxant HDA D110 MDC V.92 Modem

FIGURE 4-8. NETWORK CONNECTIONS PROPERTIES WINDOW



3. A window is displayed (see Figure 4-9).Scroll
down to “Internet Protocol (TCP/IP)”, select it,
and click Properties.

4. Click the Use the following IP address radio
button.

5. Fill in the IP address and subnet mask as
shown in Figure 4-10.

-+ Local Area Connection Properties

General | Adwvanced

Connect using:

B8 Broadcom Mettreme 57xx Gigabit Cc

Thiz connection uses the following items:

SQDS Packet Scheduler ~

T iPazz Protocol [IEEE 802.1%) v2.3.1.9

Intermet Protocol [TCRAR) -
&

< | =

Dezcnption

Tranzmizzion Contral Protocol /| nternet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected nietworks,

[ Show icon in notification area when connected
Matify me when this connection has limited ar no connectivity

[ (]8 ][ Cancel ]

FIGURE 4-9. LOCAL AREA CONNECTION
PROPERTIES WINDOW

You need to know what subnet you require before
you can assign one to your computer. To connect
to an i.LON 100 right out of the box, you need the
192.168.1 subnet.

The example in Figure 4-10 assigns .25 to this PC.
You may use numbers between 25 and 253. You
may not use an address already assigned to
another device on the same subnet. Therefore,
you may not use .222, because it is already as-
signed to the iLon.

6. Click OK.

7. Click Close at the next window. WXP may
take some time to complete this process.

Internet Protocol (TCP/IP) Properties

| General |

You can get IP zetting: azsigned automatically if pour netwark, suppaorts
thiz capability. Othenwize, you need to azk vour network, adminiztrator far
the appropriate [P settings.

{3 Obtain an P address automatically

() Use the following IP address:

| IP address: 192,188 1 . 25 |

25595, %0 U |

_x & = |

Subnet magk;

Default gateway:

(%) Use the following DNS server addresses:

Frefermed DNS zerver ; i 1 |

Alternate DNS server: [ ) i ] |

[ Ok, H Cancel ]

FIGURE 4-10. INTERNET PROTOCOL
PROPERTIES
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You now have a static address assigned to your
computer. Make sure to repeat this procedure
again when you are done, and select Obtain an IP
address automatically, or you may have trouble
connecting to your company’s LAN.

Ping Test

To ping a device on the Ethernet, follow these in-
structions:

1. Click Start—=Run.

AWINDOWSAsystem 32\cmd. exe

Microsoft Windows RP [Uersion 5.1.26881
CC» Copyright 1985-2001 Microscoft Corp.

C-“Documentsz and Settings“ai24l>_

2. Enter cmd as shown in the Run window. A
command prompt window opens (see Figure
4-11).

Run i §|
= Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it For wou,
QpeEn cmd w
[ QI ] [ Cancel ] [ Browse,.,

FIGURE 4-11. COMMAND PROMPT WINDOW



3. Try to ping a device on your subnet alive, you should get four replies, proving the
(192.168.1.x). Type ping 192.168.1.222, and ping test is successful (see Figure 4-13).
press Enter (see Figure 4-12). If the device is

AWINDOWS\system32\cmd. exe

C=“Documents and Settings“ai24l>ping 192.168.1.222

FIGURE 4-12. PINGING A DEVICE ON THE SUBNET

C:AWINDOWS\system32\cmd.exe

C:“Documents and Settings“aiZ4i>ping 192.168.1.222
Pinging 192.168.1.222 with 32 bytes of data:

Reply from 192.168_.1.222: bytez=32 timed{ims TTL=64
Reply from 192 _168.1.222: byt i TTL=64
Reply from 192 _168.1.222: byt i TTL=64
Reply from 192.168.1.222: bytez=32 timed{ims TTL=64

Ping statistics for 192.168.1.222:

Packets: Sent = 4. Received = 4. Lost = B (B» loss).
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bm=,. Average = Bms

C:“Documents and Settings>ai24l>

FIGURE 4-13. PING TEST SUCCESSFUL
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FTP Transfer

Now you can open the Internet Browser (Internet
Explorer), and type the following command to
open the FTP site: ftp://192.168.1.222. The
iLon100 will require you to log-in. The default ID is
ilon. The default PW is ilon (see Figure 4-14).

Log On As

i

Either the server does not allow anonymous logins or the e-mail address was not
accepted,

FTF server; 192.168.1.222

User name: | v |

Password: | I

After vou log on, vou can add this server to your Favarites and return bo it easily,

FTP does not encrypt or encode passwords of data before sending them to the
server. To protect the security of vour passwords and data, use Web Folders
(utebDAY) instead.

Learn more about using Web Folders,

[(Log on anonymaousky [ 5ave password

[ Log &n ][ Cancel ]
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After opening the site, you should see only three 1. Copy the contents of the PowerCommand
folders (see Figure 4-15). Make sure you have iWatch100 project folder and paste to the FTP
closed all xml files before you initiate the FTP site.

transfer. NOTE: It important to copy only the contents of the

image folder when you FTP your project
folder files to the PowerCommand iWatch
100.

File Edit VYiew Favaorites Tools Help %.
@ Back - \s,) L@ p Search lL—_ Falders v
Address | @ frp:i192.168.1.222] v| Ble nks > &-
Mame = Size | Type Modified
|5 config File Folder 92612007 10:22 AM

Other Places / eventlng.old 244K OLD Fils 9{28/2007 10:22 &M

# el E] eventlog,bxt 244 KB  Text Document 92812007 10:23 AM

ﬂ My Docurments

q Iy Metwork Places

User: ilan ‘g Local inkranet

& C:\PowerCommand iWatch 3 02 20 04\ProjectsMndependent School Dist. 196\mage - Microsoft Internet Explorer |Z||E Z|

File Edit ‘iew Favorites Tools  Help 4.’
e Back ~ J l:@ p Search u‘_—_ Folders -
Address |3 CriPowerCommand iWatch 3 02 20 04\Projectsiindependent School Dist, 1964Image v‘ Go Links ¥ @ ¥
Size Type Date Modified
; rs -
File and Folder Tasks E nLog File Folder 927[2007 £:24 PM
File Fold: 27)2007 5:24 PM
L% Move the selected items i e
i File Folder QZFIZO07 6:24 PM
[y Copy the selecteditems Fils Folder 9{27(2007 6:24 PM
() E-mail the selected items File Folder 9{27/2007 5:24 PM
x Delete the selected items File Folder 92712007 6:24 PM
File Folder YITIZO07 6:24 PM
File Folder Q2712007 6:24 PM
Other Places J 475KB  UPD File 9{7/2007 3:33 PM
{2 indpendent schoalDi 3,270KE File 9/7/2007 3:34 PM
ndependent School Dist. 3
1KB DATFil 72007 342 PM
196 @ snapshot e 17
ﬂ My Documents =
~ [s] With...
j My Computer i
& My Metwark Places B Scan For viruses..,
) WinZip »
Details Send To L4
Cut
Create Shartout
Delete
Rename
Properties
Copies the selected items to the Clipboard, To put therd 17 EFE fiew [ocation, use the Paste command,

FIGURE 4-15. FTP SITE
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2. You should be asked if you want to overwrite CREATING AN XDRIVER REMOTE

existing files. Choose yes to all. Although a NETWORK INTERFACE
long transfer time may be indicated, it should

take less than 15 minutes. The i.LON 100 can be used as a remote network
S T interface (RNI). The RNI takes the place of a

- | PCC10 network interface. To create an xDriver Re-
mote Network Interface , start by opening “Lon-
Works Interfaces” in the control panel.

-

Copying ‘alarm&enerator. xml 1. Click Start, then click on Control Panel.
From 'C:'l,_PDwer(_ZUmrqal_'ld iWatch_S 0z z0 _D4'!,F‘r_0jects'|,_1ndependent achoal

w ]

2. Double click on LonWorks Interface (see

Cancel
22 Minutes Remaining Figure 4-16)
3. When copying is complete, go back to the Hy- 3. When the “LonWorks Interfaces” page opens,
perTerminal prompt and type reboot. make sure the RNI tab is selected.

4. Choose “y” to confirm you want to reboot the
i.LON100. This should take approximately
two minutes.

5. After the i.LONZ10O is finished booting up, its
address changes to 192.168.0.5. This ad-
dress is defined in the image files created by
Cummins. You will need to set the IP address
with the customer’s requirements using the
hyperterminal connection and the ipaddress
command. You must also change the static
address of your computer to match the subnet
(xxx.xxx.xxx.25) that you eventually assign to
the i.Lon100.

B Control Panel |;||§HE‘
File Edit ‘iew Favorites Tools  Help a?,'

J Back \_,) Lﬁ /'._ﬁj Search {L Folders v

Address B’ Control Panel V| Go  Links ¥

-ﬂ-"‘ Control Panel A 6 § ‘:@ % % 39 @

Accessibility  Add Hardware Add or Administrative  Aukomatic  Date and Time Display
[} Switch to Cakegory Yiew Optiongs Remoy. .. Toals Updates
[ e 3
W B ® i P L &
L

See Also
Folder Options Fonts Game Internal MIC Internet Java keyboard
@) Help and Support Contrallers  Configuration Options
& - . .
D @ L & %
=
Lonworks(® Mouse Metwork, Phone and  Portable Media Power Options
Flug 'n Play Connections  Modem ... Devices
3 2 O X
Printers and  Regional and  Scanners and  Scheduled Security SigmaTel Sounds and
Faxes Language ... Cameras Tasks Cenker Audio Audio Devices
F 9 L 8 @ <
Speech System Taskbar and  User Accounts  ‘Windows Wireless
Start Menu Firewall  Metwork Set. .,

Configure and test Loniworks Network Interfaces

FIGURE 4-16. LONWORKS INTERFACE ICON
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. Make sure “Default” is selected (see Figure N Wb TnerTires

4-17). AN | pes2 | use |
. . Profile » IPAddress > Metwork Interface Name — Metwork Interface —
. Click Add to install a new RNI. [ T -

Ol

. Name the Network Interface iWatch, and click
Next (see Figure 4-18).

. On the “Network Interface Type” window, _ =
choose Other, and click Next (see Figure Prcfle '

4-19).

“Wersion: 322002

Close | Concel | Hew |

FIGURE 4-17. LONWORKS INTERFACES

% Add Network Interface Wizard - Name

Metwork Interface Hame
Enter a name for vour network interface,

% Deafault. [Mwatch

I Newt » | Cancel Help

FIGURE 4-18. NAMING THE NETWORK INTERFACE

£ Add Metwork Interface Wizard - Type

MNetwork Interface Type
Select the LonScanner(tm] support option, LonS canner support can only be uged
with the LonScanner Pratocal Analyzer.

Interface Type: LonScanner FD EF

< Back | Mewt » | Cancel Help

FIGURE 4-19. NETWORK INTERFACE TYPE
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8. Enter the PowerCommand iWatch 100 IP Ad-
dress, 192.168.0.5, or the customer defined
address previously assigned to the Power-
Command iWatch 100 in HyperTerminal, then
click Finish (see Figure 4-20).

9. After finishing the set-up of a new RNI, select
the x.default.iwatch name and click the Test
button. Then click Start. Upon successful
completion of this test, you will see “xDriver
diagnostics test passed” in the bottom of the
dialog box.

£ hdd Network Interface Wizard - IP Address

NOTE: If the test did not pass:

e The address you assigned to the xDriver

does not match the address assigned to
the PowerCommand iWatch 100

e A problem exists with the Ethernet cable

connection between your computer and
the PowerCommand iWatch 100

The PowerCommand iWatch 100 is not
powered

The IP address subnet setting on your
computer is not the same as the Power-
Command iWatch 100 (XXX.XXX.XXX)

MNetwork Interface IP Address

Static IP Address

Enter the [P Address of wour network, interface.

f+ Lse Static |P Address: | 192 . 168 .

Resolve IP Address from Hostname

" Usze Hostname: |

< Back | Finizh |

Cancel Help

FIGURE 4-20. ENTERING THE IP ADDRESS
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OPENING A COPY OF THE TEMPLATE
DATABASES

Three template databases have been included on
the PowerCommand iWatch 100 CD:

¢ |W100E3A2100, 2100 Gensets and OTPC ATS
¢ |WI100E3A3100, 3100 Gensets and OTPC ATS
e |WI100E3A3200, 3200 Gensets and OTPC ATS

NOTE: If you have different combinations, select
the template that best fits your application
and customize it.

For first time use, restore the databases from the
backups.

1. Copy the database backups to your
C:\LM\backup\ folder.

Microsoft ¥isio - [Drawing1:Subsystem 1]
Flle Edt View Inssrt Format Tools Shape  Window Hslp  Adobe PDF
D-ZEAE|GRY |t 2as| o o |@-B[h"-A-O0- /-6

-|lB I U = .

Mo Style = Arial -0

™ B -

A-F. 5.

2. Open LonMaker for Windows from the Start
Menu by choosing Start—=Programs—Lon-
Maker for Windows, or you can use the short-
cut icon on the desktop.

3. Click the Restore button, and browse to the
template databases.

4. Follow the prompts to restore the database.

NOTE: You will not need to open the database or
re—commission devices, so answer No
when prompted to do so.

5. Once you have restored the template data-
bases, select the template database you want
to use.

6. Select Open Copy.

7. When asked if you want to continue, click Yes
(see Figure 4-21).

Type a question for help =

=

w00% - @),

-
= - == b 5

Shapes x
[H i.LonM 100 Shapes 3.0
[A LonPoint shapes 3.0

[H LonMaker Basic Shapes

[ ) =]
H B
13 &

|*

Echelon Lonkaker

want to conkinues

iWatch100
=

P ) ouhave asked to open 3 copy of the draning. This wil generats a copy of the LNS database and copiss of all drawings For the network. Do you
i ]

=1 =

FIGURE 4-21. OPENING A TEMPLATE DATABASE
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8. After choosing to continue, enter a network checked. If checked, deselect it, then click

name for this project. Give your database a Next.
name that will allow you to associate the net-
. . . . Network Wizard &l
work with the project (see Figure 4-22). Click
N ext . Hetwrork Interface
[ Metwork Attached
Network Wizard E
Metweark Interface Mame
Maming j
Metwork Mame:
‘ Brovwese:
I iy e et i e s [ Skip thiz prompt when re-opening this drawing
Metwork Datshasze Path:
| CALMDE Browvse
Metweork Dravving Path
‘ CLM D awings Browese...
Metweork Description:
= Back Mext = Cancel ‘ Help ‘
FIGURE 4-23. NETWORK ATTACHED NOT
— == SELECTED
leat = ancel el |

10. Click Next. The box in Figure 4-24 appears.
FIGURE 4-22. RENAMING YOUR NETWORK

11. Leave the “Domain Length” at the default val-
9. When the box shown in Figure 4-23 appears, ue of 1, and the Use randomly generated
make sure that Network Attached is un- domain ID checked. Then click Finish.

Network Wizard [g|

Domain Definition

# . Diomain Length (hytes): -
W—% 4 5 -

Damain 10 (in hex): 21

v Use randomly generated domain 1D

A neve random domain ID has been generated for the new
F network and is shown above.

= Back | Finizh | Cancel | Help

FIGURE 4-24. DOMAIN DEFINITION
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Once the database is opened and saved, you can Properties (see Figure 4-25.)

connect to the network interface as follows: _
2. On the Network Properties box, select the

1. Select the LonMaker Menu and then Network “Network Interface” tab (see Figure 4-26).

4 chapterd - Echelon Lonkaker, - [chapterd.VSD:Subsystem 1]
Fle Edit View Insert Format Tools  Shape

LonMaker | Window — Help Type aquestion for help = 2 @ X
D-2HSH SRY 4 @R about LonMaker... R IR T 7
Normal - aviel -t - [ PER =TS B ==,

[Wetwork Properties. .. [ ;I

Network Service Devices. . LLLL

shapes ‘
[ i.LoN 100 Shapes 3.0
[H LonPoint Shapes 3.0

[ LanMaker Basic Shapes

e =
| 8] =] Nm]
13713 &

LonMaker Credits Infa...

121013 2p10mI9N

>

Discaver Devices. ..
Status SUMMary...

Resynchronizs. .

Refresh iWatch100
Database Merge Export Utility Interf “

System Plug-Ins. .

Giobal Plug-Ins... H
User Profiles... F Channel 1

Select Minimum Ul
T

FIGURE 4-25. CONNECTING TO THE NETWORK INTERFACE
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3. Check Network Attached. NOTE: When you click OK, you may need to up-
grade your network interface.

4. Choose x.Default.iWatch from the dropdown 5. If you see the message shown in Figure 4-27,
list of interfaces, and click OK. select Yes.
Network Properties
Flug-In Registration ] Authentication ] Datngin ] Tirmirgy ] Lonhdsker Options ]
Remate Lightweight Client Access Permizsion ] Lightweight Client Cptions 1
Marming ] Server Location  Metwork Interface ]Resource File: Langusages ] Logaon ] Onnetidf fret ]

-Metweark Interface

v Metwork Attached

Metweork Interface Mame

~|SLTALORNZ

SLTALONG
* Deta

[8].8 | Cancel | Apply ‘ Help I

FIGURE 4-26. NETWORK INTERFACE

Echelon LonMaker .
The program ID of the lacal Metwaork Interface does nat match the Metwark Interface last used with this netwark. To be able to have Full access bo the network, it will be necessary to upgrade the

9
\:/ Metwork Inkerface,

Do you want to upgrade the Metwark Interface now?

FIGURE 4-27. NETWORK INTERFACE UPGRADE
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6. Reopen the Network Properties box, and se- terface should change from yellow to green
lect the “Onnet /Offnet” tab (see Figure 4-28). (see Figure 4-29).

7. Select Onnet and click OK. The Network In-

Plug-In Registration ] Authentication ] Comain ] Tirnirg ] LontMaker Options ]
|

Remote Lightweight Client Access Permission Lightweight Client Options

Maming ] Server Location ] Metwork Interface ] Rezource File Languages ] Logon  Onnet/Ofnet

-Management Mode

(+ Onnet (propagate device changes to the netvwork)

" Offnet (save device changes for later processing)

I Skip this prompt when re-opening this drawing

] | Cancel ‘ 15T | Help

FIGURE 4-28. SELECTING ONNET

s A O~ /- G- e - 3,

BN -

u
pr°

il 3

Sar0j p10mIaN

== ]

Genl Gen2 Gend Gend

=

Channel

Channel 1

FIGURE 4-29. NETWORK INTERFACE CHANGES FROM YELLOW TO GREEN
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COMMISSIONING THE DEVICES 2. When you choose “Commission”, options will
appear on the Commission Device Wizard
box (see Figure 4-31). Choose Online for a
“State.”

To commission devices, you first start with the
i.LON 100. The i.LON100 is commissioned using
the following procedure:

1. Right click on the PowerCommand iWatch . ‘
100 device, and select Commission from the 3. The “Source of Configuration Property Val-
menu (see Figure 4-30). ues” is not important. Click Next.

J240(dH3 HiomIaN

VY al Delete

L Propetties...

Browse. .. Ggn2 Ggn3 Gend

Configure...
Channe Change Subsystem. ..
Change Channel. ..

Manage...

Plug-Ins...

COMMISSIon. .

DECommission. ..

Replace...
Resync CPs...

Go ko Functional Block. ..

P T3

FIGURE 4-30. COMMISSIONING THE I.LON 100

Specify the initial state of the device and the source of CP values

Device Name(s)  |iaatehion

State Source of Configuration Property Values
" Detault
" Offline {* Currert values in database
* Online " Defautt values
" Disable " Current values in device

< Back I Mext = I Cancel | Help

FIGURE 4-31. SELECTING ONLINE FOR STATE
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4. Select Service Pin as the device identification 7. Repeat the commissioning process for all oth-
method, then click Finish (see Figure 4-32). er devices present.

L ——— - 8. Reset all devices either through LonMaker or
ommission Device Wizard X X .
the device’s reset pin.

Device ldentification Method

Device Name(s)  [inmtenton 9. Save and close LonMaker for Windows.

Set the PowerCommand iWatch 100 IP
Address.

v Service Pin

o v [T To set the PowerCommand iWatch IP address,
uron ID: use the following procedure:

1. Switch to the HyperTerminal session.

2. Assign the customer’s IP address to the Pow-
erCommand iWatch 100 using the following
commands:

= Back | Finizh | Cancel | Help |

Ipaddress XXx.XXX.XXX.XXX

FIGURE 4-32. SELECTION OF DEVICE
IDENTIFICATION Subnet XXX XXX.XXX. XXX

Gateway XXX.XXX.XXX.XXX

5. When prompted, press the service pin on the DNSprimary XxX.XXX.XXX.XXX
i.LON100.
NOTE: All commands must be followed by the
6. Once the commissioning process is complete, customer’s specified settings. The DNS
the i.LON100 should turn green if it was suc- address is required if you need to send e-
cessful. mail via a named e-mail server.
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THE CUSTOMER’S CONFIGURATION

The following procedure allows you to connect the
PowerCommand iWatch 100 to the Customer’s
network. If you are going to use the PC that you
used to configure the PowerCommand iWatch
100, you will need to connect your PC to the cus-
tomer’s network and set your PC to obtain an IP
address automatically.

A PowerCommand™ iWaich 100 Internet Server - Microsoft Internet Explorer

Fie Edit Yiew Favorites Tooks

@ Back ~ () - @ @ :I\J | ;W Searth \i}f‘Favnr\tes L %) [ L’v :; ] 'D i

Help

1. Open the internet browser (Explorer).

2. Type the following in the address bar:
NEED /XXX XXX XXX . (XXX XXX XXX XXX IS the
address you assigned the PowerCommand
iWatch 100.)

3. When the new page opens, choose Service,
which will allow you to enter the customer’s
configuration requirements (see Figure 4-33).

3

| Address |&lhetpiinsz 1680222

B |Links > @ - |

Welcome to the PowerCommand ™ iWatch 100, This Web site provides access to a

LonWorks® netwark. The PowerCommand”™ iWatch 100 provides the following features
for single site monitoring, Multi site configurstians are available on request.

+ Oneline Diagram
+ Genset Monitoring
= Genset Control

+ ATS Monitaring

= ATS Control

* Alarm Summary

+ alsrm Log

= Alarm Notification
+ Local Digital 1/0

* Remote Digital 1/0

Click the Service button to access the server configuration Web pages. Click on the
standard button to access the PowerCommand ™ iWatch 100 web pages.

=00

Communication
Network

% | piscussions - | 1) [ 3 %3 | 12| (B Discussions not avallable on http:/j192. 168.0.222]

@

|&J Local intraner

FIGURE 4-33. SERVICE OPTION FOR CUSTOMER CONFIGURATION REQUIREMENTS
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The Service Webpages

The following additional network LAN/WAN setup
procedure allows you to verify:

e |P Address, Subnet Mask and Gateway
e DNS server IP Address

e SMTP server

e E-mail account information

e Modem setup

1. From the web page, choose Service (see
Figure 4-33).

2. You must long-in to the PowerCommand
iWatch 100. The default ID is ilon, and the de-
fault PW is ilon.

3. Under setup choose:

a. Network— LAN/WAN

b. On the tree in the left hand pane under
LAN, select “mail.company.com” (see
Figure 4-34).

4. Provide the name of the customer’s mail serv-
er in “Server Property Value” (see Figure
4-34).

5. On the tree in the left hand pane of the page,
click Email (Default) and provide the required
information. Be sure to contact the customer’s
IT department to get the correct information
for Server Email Address and User Name and
Password, if required.

6. When you are finished, click Submit for all
changes to take effect. The requested infor-
mation is displayed (see Figure 4-35).

3 i.LON 100 Internet Server - Microsoft Internet Explorer [BE
Fle Edt Vew Favotes Took Help T
Qe - O \ﬂ @ ;] /.7"Seavth \i‘i'Favnthes & - 4 wW-LJf
dees ] itpy 2. 168.0, helon VB e &-
i LON‘ 10063 poweren b = ECHELON'

I T e T T T A

Network - LAN / WAN
T

e iLon 100
S-glg Lan
[=-89 Turnaround Address Configured services

5 bBind

IP or hostname

Email (SIATP)
£ WebBinder destination

& LNS uplink

& Time (SNTP)

i1 1P-852 Configuration Server

mail. company . com

Ves
Ha
Mo
Ho
Hat license: d

@005 Echelon Corporation

.00 100 Embecded Softuare Version %.02.20

FIGURE 4-34. LAN/WAN NETWORK SETUP
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ON 100 Internat Server - Microsoft Internet Explorer

File Edit View Favorites Todls Help

e Back ~ \}J |J m ! H -) Search \V\r Favortes a
Acdress @ httpif/192.168.0.5juserechelonfindex htrmlzuserDir=echelon B Lis ” @~

l. LON- 1006 POWERED BY :%HDN.
' [ | on | coviane |_viw | oew | o | ocon |

Network - LAN / WAN

Email server address mail.company.com

El g& LAN : :
5148 Turnaround Address Email server port 26 (not. configurable]
*-{ wiebBinder

7 Use as default
[z & mail.company.com

Source email address Jpowercammamd.\WatchluU@comp
User name IpnwerCummaﬂd.\WatEthD
Password ]n .
Re-enter password lllllllll
© 2005 Echelon Corparation. i.L0N 100 Embedded Softuare Version 3.02.20

FIGURE 4-35. E-MAIL DEFAULT OPTION
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After the changes are made, you need to verify that
the information is correct. To do this:

1.

Click Setup—Verify. The screen in Figure
4-36 appears.

. At “Send test email to,” fill in your e-mail ad-

dress or someone else’s to verify that the
SMTP server connection is working correctly.

. You only need to check the e-mail and LAN

connections. Deselect the other choices (see
Figure 4-36).

. Click Start Tests.

It is possible that one of the following functions
might go wrong:

e No DNS server address entered

Unable to access the DNS server

Unable to access the mail server

Sender e-mail address invalid

NOTE: The PowerCommand iWatch 100 must be
connected to the customer’s LAN/WAN for
these tests to work.

3 LLON 100 Internet Server - Micresaft (nternet bxplarer

Fe Ede Vew Favorkes Took  Hel

Que- O [# @60 Pouws frrms @ 3- 5 @ - E
huicmes | 48] berpef1a2. 68, bl chel v B L
L] rowrmener = ECHELON
i.LON 10043
SETUR NETWORK CONFIGUR VIEW VEMD ELP LOG OF
Setug 5 Veriz
| L 210 | g
[#] & Send test enal tai |test.emal@email address.co uring mall compamy.com
0 : Test connection: LAN/127.0.0.1:80 WebBinder
= Test conneetion: LAM/mall company, com:35 Email (Defau]
Progrivs:
-
e okt

FIGURE 4-36. E-MAIL AND LAN TEST CONNECTIONS
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DIAL-UP CONNECTION

An PowerCommand iWatch 100 webserver instal-
lation can include an optional built-in modem that
provides a direct dial-in connection to the Power-
Command iWatch 100’s web pages. This section
provides information on setting up configuration
parameters for a direct dial-in to the PowerCom-
mand iWatch 100.

NOTE: The PowerCommand iWatch 100 internal
analog modem is not compatible with
ISDN circuits.

To set up the PowerCommand iWatch 100 for di-
rect dial-in to the web pages,

1. Open Internet Explorer and enter the following
URL:

http://xxx.xxx.xxx.xxx (IP address of the
PowerCommand iWatch 100)

2. Click on Service.

4-27

3. Log-in and enter the user
word (see Figure 4-37).

name and pass-

Username: ilon
Password: ilon

Connect to 192.168.0.5

=
‘;11 ; !\L.':\

I\LON

User name:

| ﬂ ilon

Password:

[ Remember my passward

I oK H Cancel ]

FIGURE 4-37. USERNAME AND PASSWORD

4. Place the cursor over Setup and select Mo-
dem from the drop-down list .



. For the modem type, select Internal Analog.
(see Figure 4-38).

. Click on the Submit button.

. On your PC, open the Start —+ Connect To pro-
gram. Click on Show all connections and
select Create a new connection from the left
hand side.

. Follow the Wizard to set up the new connec-
tion.

a. Select Connect to the Internet.

b. Select Set up my connection manually.
c. Select Connect using a dial up modem.
d. ISP Name = ilon

e. Phone number = the number of the land
line your i.LON 100 is connected to

f. Username =ilon (This is setup in the built-
in web pages as shown above)

g. Password =ilon (This is set up in the built-
in web pages as shown above)

h. Click on Finish.

A i1 ON 1040 Intarmet Server - MEcrasolt aternat Explorar
Fin  Edt Vms Faeorkes  Took  Help

\ Y W 5 W
Qo - O - # B 0 Lo rtom @rese @ 3-05 @[ 3

fckdres | ) heepeF 146,51, 39,56 usenfechvston e v uses Demschdon

.LON 1003

HETWORE COHFIGRRE

=

sowrarn by e ECHELDIN

T SEtUE'MﬂdEm ——
[ Progerty v N

i Medam

Lsar name for incomng vk
Pazraord for incoming cally
Re-anter pyrramegd

W Aovancad

Lowal I address For tncoming calls
PPP gsthenticatbon for eaming caks
Modem courkry reglon ™

% Tone

Diskng prefic

Deliy wftir prefic ™

[ mial tone walting.

Intarnal anslog b

=

[toz J1ea [z B
Fop v

Europe # Harth Amarica [+
 Pubie
[
Iﬂ_ seconds

B 305 Erbalan Carp=atin

A0 189 Enbadded oftwa e warrion 10100

FIGURE 4-38. MODEM SETUP



5. PowerCommand iWatch 100 Web Pages

INTRODUCTION

This section describes and shows the flow and
functions of the PowerCommand iWatch™ 100
web pages used for monitoring and controlling the
network devices.

IMPORTANT POWERCOMMAND iWATCH
100 WEB PAGE INFORMATION

Units of Measurements - You can select either a
Metric or Imperial System of measurement. If you
did not configure the units of measurements
through the XML file, then you will be prompted for
the units at the launching of this page.

3 i1 ON 100 Infernel Server  Microsoll Infernel baplorer
Fle Cdt vew Favorkes  Took  hep

Om - © X B Dwwd dowean @ 25 & - LIE

ackiress | ] herpc sz, 1600 ek

iWatch 100

Initializing iwatch 100

Please Select the units of measurement

To view temperature m Celsus and pressure m kP A select "Metnc® To view lemperabize m
Fahrenhest and pressure m PE1 select “Tmpenal”

1.10H 100 Embedded Sefreare Varrin 10220

FIGURE 5-1. SELECTING UNITS OF MEASUREMENT
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To view the PowerCommand iWatch 100’s web
pages:

1. Open Internet Explorer.

2. Type in the IP address of the PowerCommand
iWatch 100.

http://XXX. XXX XXX XXX

NOTE: “xxx.xxx.Xxx.xxx" refers to the address
assigned to the PowerCommand
iWatch 100 by the installer.

3. Choose Standard on the screen. See figure
5-2.

4. Save this link as one of your Internet Favorites
for quick access in the future.

Figure 5-3 shows the configuration of one genset
and one transfer switch configured through the
XML file as described in Chapter 4.

T PowerCommand ™ iWarch 100 Internet Server - Micresolt It a2
Fie Edt vew Favorbes Took Hep >
OO HEG Puws forees @ 3-5 3 - LJEA
saden | ] hetoiiN192 368051 » B ™ dye
" Communication
,- Network

Waslcarma: to the PowsrCommand™ Wabch 100, Thes Wb seba provides access ta &
Lenwirks® patmork. The PemerCommand”™ iwatch 100 providas the fellowing faatres
fer single site monioring. Multi see configurations are availsble on reguest,

+ Oineling Disgram

+ Gandet Monfering

+ Ganwnt Cantrol

* ATS Manitering
ATS Control

+ e Summary

+ Alaer Log

+ Alarm Notificstion
Lacal Digital 110

* Remate Cigital 1A

Click the Service bistton tn acoess the sarver configuration Web pages. Click on the
Standsrd button to access the PowerCommand ™ (Watch 100 wab pages.

-0 oo

e

FIGURE 5-2. WEBPAGE ACCESS

Address ‘@ http:/f146.91,130. 193 user fechelonfindes. html*userDir=cpg

PowerCommand ™

iWatch 100

Alarms

Oneline Diagram

Summary

Stopped

Summary

Warning

E

Fault Code 1125
2007-04-09 13:12:27

FIGURE 5-3. ONELINE DIAGRAM WEB PAGE
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GENSET WEB PAGES

There is a Generator Summary page available for
each of the four separate generators. Each gener-
ator summary page includes a link to its Annuncia-
tor page. This means there is a total of eight web
pages that can be used to monitor up to four gener-
ators. They all can be used to monitor different
variables and display the various states of the gen-
set.

Genset AC Data and Engine Data

To view the Generator Summary page from the
OnelLine web page, select View — Generator
Summary, or click on the Summary button above
the generator graphic. The Generator Summary
page displays Genset AC Data and Engine Data
(see Figure 5-4).

- [ — -
PowerCommand™

iWatch 100 Generator Summary - Generator No.1

Engine Data AC Data

2007-04-09 14:21:07

FIGURE 5-4. GENSET AC AND ENGINE DATA
PAGE

Genset Annunciator Data

To view the Generator Annunciator web page from
the Generator Summary web page, click on the
Annunciator button above the generator graphic.
The Genset Virtual Annunciator web page (see
Figure 5-5) displays active NFPA110 and the ex-
tended set of generator alarms. This web page dis-
plays more information than a standard annuncia-
tor displays. For information on alarm notification,
see Section 6.

IR ,
s v—

iWatch 100 Generator Annunciator - Genset No. 1

2007-04-09 14:25:37

FIGURE 5-5. GENSET ANNUNCIATOR DATA WEB
PAGE

Digital 1/0 Web Page

To view the Digital I/0 web page from the OneLine
web page, select View — Digital I/O.

The Digital I/0O web page shows the status of both
the PowerCommand iWatch 100’s on-board in-
puts and outputs, and the DIM’s inputs and out-
puts. See figure 5-6.

D ]

.............

Remole Outpuls

2007.05.08 170808

FIGURE 5-6. DIGITAL 1/O0 WEB PAGE
ATS WEB PAGES

There is an ATS summary page available for each
of the four separate transfer switches. Each ATS
summary page includes a link to its Annunciator
page. This amounts to a total of eight web pages
that can be used to monitor up to four transfer
switches. They all provide the functionality of mon-
itoring different variables and displaying the vari-
ous states of the ATS(S).

ATS AC Data

To view the ATS Summary web page from the One-
Line web page, select View —+ ATS Summary, or
click on the Summary button above the ATS
graphic.

This web page displays the values for both AC
sources and the load side of the transfer switch.



NOTE: A level 2 OTPC switch control with the load ATS Annunciator

monitoring package installed is required to To view the ATS Annunciator web page from the
provide all of the data shown in Figure 5-7. ATS Summary web page, click on the Annuncia-
If the load monitoring package is not tor button above the ATS graphic.

installed, the load side data will show The ATS Virtual Annunciator web page displays

65,535 for voltages, and 32,767 for cur- active NFPA110 and the extended set of ATS

rents. alarms. This web page displays more information
than a standard annunciator displays. For informa-
tion on alarm notification, see Section 6.

iWatch 100 ATS Annunciator - ATS No.1

0

0
0.00000
0

0
Emergency

Fault Code 1125

2007-04-10 07:48:37

Emergency
Fault Code 1125

2007-04-10 07:53:07

FIGURE 5-7. ATS SOURCE AND LOAD DATA FIGURE 5-8. ATS ANNUNCIATOR PAGE
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CONTROLS WEB PAGE

The Controls web page is a secure web page
where control functions for the genset, ATS, DIM,
and PowerCommand iWatch 100 on-board out-
puts are found.

The Controls web page for the gensets and ATS (see
Figure 5-9) allows the user to issue remote start and
reset commands for the gensets, and test and fault
reset commands for the transfer switches.

The Controls web page for the DIM and Power-
Command iWatch 100’s on-board outputs (see
Figure 5-10) allows the user to activate the DIM re-
lays and the PowerCommand iWatch 100 on-
board relays.

To access the Control function pages, the user will
be required to log-in to the PowerCommand
iWatch 100. See Section 7 for instructions on how
to make changes to the default log-in credentials.

NOTE: The PC that logged into the PowerCom-
mand iWatch 100 stays logged in until ei-

ther logged out using the Log-off button at
the far upper right of the webpage, or all In-
ternet Explorer sessions are closed. Cum-
mins Power Generation recommends
always using the Log-off button to en-
sure that control functions are pro-
tected by a secure log-on procedure.

From the main page, select Control —+ Genset &
ATS, or Control —+ Control (for the DIM and Power-
Command iWatch 100 on-board relays).

NOTE: The 1301 control currently does not sup-
port fault reset commands through the
ModBus registers.

NOTE: Any command issued to the genset, ATS,
or DIM via the PowerCommand iWatch
Control web page will need to be deacti-
vated from the PowerCommand iWatch
Control web page interface. Commands
turning functions on will be on continuously
until turned off through the Control web
page. These commands do not deactivate
when the web page is closed.

3 |.LON 100 Internet Server - Microsofi Internet Fxplarer
File Edt Vew Favortes  Todls  Meb
Qe © [ (@ ) Powr Frrwens @ 31 3 - L)

febbees | @] hetpft92. 168,

iWatch 100

Control

Brapped

Pross to Test

1007-10-03 11:00:01

1,4 1000 Ermbaddoed Seftunns Varriss 102,30

FIGURE 5-9. CONTROLS WEB PAGE
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T

] Witpe 14691 13019 funer frchebonyirdes hemiTusier Dy

iWatch 100

Relay Qutpuls

DI tput No 5 Acthente Acthvate

Local Outpit No.2 DIM Output No & Activate

‘Aciheale i st Mo Activale

Acthvats DIM Output No Acthe

DIR Output No 8 Activate

Activale i it No.10 Aciivale Activaie

Maw Alatm Datected . Click liats 1o accept. 2007-05-10 10:43:38

F— 1 OR 100 frbecided Sofrmars Warrien 4 02 30
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i > ower... | i WAL W Mt oL €]

FIGURE 5-10. RELAY OUTPUTS



ALARM SUMMARY PAGE

The Alarm Summary page is used to acknowledge
and clear alarms. To acknowledge an alarm, check
the Ack box and click on Submit. All alarms have
an acknowledgment-required default setting. If
you would like to change the default acknowledge
and clear alarm settings, refer to the previous sec-
tion. For more information on Alarm Summary, re-
fer to i.LON 100 Web Page User’s Guide.

The Alarm Summary web page is located in i.LON
100’s internal web pages. To view the Alarm Sum-
mary web page,

1. Open Internet Explorer.

2. Go to your PowerCommand iWatch 100’s IP

address.
. Log in to the i.LON 100.

. Place the cursor over View and select Alarm
Summary from the drop-down list.

23 i.LON 100 Internet Server - Microsoft Internet Explorer

First log entry 2006-05-04 09:56:40

<all Logs> %
I<nn points>

Poll 55 (& -

vear  Month  Day

Get Range

Go tointerval 1 of 1

Viewing interval 1

ACH

Ele Edit Wew Favorites Tools Help l‘;’
Oﬁack - \ﬂ @ ;\, /-"Sear:h ‘-:“'\?Favuntes e'Medua & = = - ﬁ
Address | ] http:j{146.91.130,21 7{userjechelonfindex. html7userDir=echelon v|BGo ks
|l' LON' 1 00 roweren B = CCHELON'
T —r——————
Select time interval

Hour Min  Sec

starttime 2006 |May v|[04 v|[0o 52 [eo

(31 entries / 9.6 seconds)

Al
W_MHE i m Seseription _
time

A
Last log entry 2006-05-04 09:56:49
‘ear Month Day Hour Min  Sec —

End time 2008 | May v|[04 v|[pa [c2 [so

Comment
Manual Read 2006-05-
—— ] 04 ILON10D/NYL idynamic MVL_ChargeFai 161 0 0 0.0 OFF Online
09:58:49 ~
6O0KE < | >
I ® 2005 Echelon Corporation 1.LON 100 Embedded Software Wersion 3.01.0% I
|g‘| YIEW & Lacal intranet I

FIGURE 5-11. ALARM SUMMARY
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ALARM HISTORY WEBPAGE

The Alarm History web page is a versatile page for
viewing Alarm History. It defaults to show the histo-
ry of one alarm, but can easily be set up to show the
last 50 alarms, date range of alarms, or the history
of one specific alarm. The page also allows the
user to keep track of the amount of memory the
alarm logs are using and allows for erasing some
or all of these logs.

These logs can also be configured to be a circular
file. That is, once the user sets a certain memory
limit, the i.LON 100 sends an e-mail with the at-

tachment of the log(s) to the e-mail recipient and
starts a new log. For more information on this fea-
ture and Alarm History, refer to the i.LON 100 Web
Page User’s Guide.

To view the Alarm History web page,
1. Open Internet Explorer.
2. Type in your IP address.
3. Choose Standard. from the web page.

4. Place the cursor over Alarm and select Alarm
Summary from the drop-down list.

3 i.LON 100 Inter net Server - Microsoft Internet Explorer (N [=1E3
File Edt Wew Favortes Tools Help o
@aack - \ﬂ @ ;‘, /W‘Search \f‘\?Favnntes @ reds £2) - & = - ﬂ
Address | ] http:f{146.91.130.21 7juserjechelonfindex. htmi?userDir=achelon - GU Links
|i LON' 1006 roweren by = ECHELON'
e vervons | cowame | —viw | om0 || ovorr |
View - Alarm History

First log entry 2006-05-04 09:58:50
‘rear  Month  Day

Start time (2006

Go to interval 1 of 1

ATSICAFail v
<All points> A
Delsts Entirs Log

2006-05-04  2006-08-04
039:55:49

Delete Log Interval

09:58:50

@ 2005 Echelon Corporation

Select time interval

Viewing interval 1 (1 entry / 1 secand)
[arm e J Logtime | Location | Poim_——— i ] s Vaue] Unit | Doscripton]| ACKICLE| Comment]

LON10D/NVL fdynamic MVL_ChargeFai_157 0 0O

Last log entry 2006-05-04 09:58:50
Hour Min  Sec

[oe Jsa [s0

Year Month Day Hour Min  Sec

ndtimeonme | may ¥][0s o5 [sa [51

0.0 OFF Onling: MACK

1.LON 100 Embedded Software Version 3.01.09

&) view

& Local intranet

FIGURE 5-12.

ALARM HISTORY
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6. Alarm Generation and Notification

INTRODUCTION

The PowerCommand iWatch™ 100 is pre-set with
alarms for all four generators and all four transfer
switches: communications failure, fault type, and
fault code. If you are commissioning less than all
eight of these devices, then you should disable the
alarms for the devices that do not exist in your net-
work project.

If you do not disable the alarms for non-existent de-
vices, a communication alarm will be sent each
time the PowerCommand iWatch 100 boots up,
which could occur from a power failure. After the
alarms for non-existent devices are disabled, you
should delete the alarm summary and history as
these alarms will have already been logged.

There are also 16 alarm inputs on the LonMaker
project. You may bind any SNVT switch output to
these inputs. You can then custom configure these
alarms in the PowerCommand iWatch 100.

Working with the alarm set-up does require pa-
tience, because the web pages that you access to
make changes take time to load.

NOTE: The SMTP setup must be completed for
alarms to be delivered. See page 4-24.

SENDING FAULT CODES AND TYPES VIA
E-MAIL

The PowerCommand iWatch 100 is pre-config-
ured to send fault codes and fault types through e-
mail for all of the devices that are connected to the
network (except DIM and annunciator modules).

To send e-mails you must first configure your des-
tination e-mail address and e-mail content as fol-
lows:

1. Open the browser.

2. Open the PowerCommand iWatch 100 web-
page.

3. Choose the Standard button (see Figure 6-1).

Communication

Network

owerCommand” iWatch 100, This Web site provides access to a

wark. The PawerCommand” iWatch 100 provides the following faatures
itoring, Mult site configurations are available on request.

+ &larm Log

+ Alarm Motification
+ Local Digital /0

+ Remote Digital 1/0

Click the Service button to access the server configuration Web pages. Click on the
Standard button to access the PowerCommand ™ iWatch 100 web pages.

=

FIGURE 6-1. POWERCOMMAND iWATCH 100 WEB PAGE
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4. From the main menu, choose Alarms—Email
(see Figure 6-2).

5. When the new window appears, click on
Email Alarm. The screen in Figure 6-3 ap-
pears.

NOTE: Multiple e-mail addresses can be sepa-
rated by a semi-colon.

6. Enter the destination e-mail address where it
says username@company.com.

7. Modify the Subject field if you need a more de-
scriptive name for the site. Default is Power-

Command iWatch 100. The following symbols
are also included by default in the subject
field:

%pd - data point description
%ua - data point value units
%va - data point value

NOTE: For a description of the symbols you can
add, click on Help at the top of the Alarm
Notifier page (see Figure 6-5).

8. In the message field, configure what informa-
tion you want to send in the e-mail.

nddress | (] hitps/ 145,591,190, 195 juser/echelon/index himifuserDir=cpg

Control Alarms

PowerCommand ™

iWatch 100

Stopped

Oneline Diag =N

Warning

E

Fault Code 1125
2007-04-09 13:16:17

FIGURE 6-2. SELECTING E-MAIL FROM MAIN MENU

Configure Email

Mame: ErmailAlarm j

Email

Duplicatel Add | Delete |

Add |user_name@company.com
ress:

Attachment:

Subject: |PDWerCDmmand ivwatch100 Alarm - Sepd %ua Sewa

Add Delete

fault codes.
M ]
eesase Fault Stat

=} Warning,
Cooldown, 4

1 =
= Derate.

Variable " Subject

The alarm was received from address: $ip

Go to the PowerCommancd iWatchlOd help pages to look up

2 = Zhutdown, 3 = Shutdown with

substitution: & Bodw

|Alarm twpe name

JEa| Insert

Dk Cancel |

FIGURE 6-3. ENTER DESTINATION E-MAIL ADDRESS



Cummins has pre-configured the alarm to send the
IP address for this PowerCommand iWatch 100
device in the alarm message. We have also pre-
configured the text message instructing the e-mail
receiver to go to the PowerCommand iWatch 100
web pages for explanations of the alarms in the e-
mail. You may reconfigure this text string to suit
your customer’s needs.

To include specific pieces of information from the
site in the e-mail, use the Variable substitution area
at the bottom of the dialog box. Choose whether
you are adding this information to the subject line
or to the body of the e-mail.

You can refer to the Help page or the i.LON manual
for a complete listing of data you can include in the
e-mail.

9. After your e-mail configuration is complete,
click OK.

10. Click Submit at the top, left corner of the page.

DISABLING ALARMS FOR
NON-COMMISSIONED LONWORKS
DEVICES

NOTE: When you have less than eight devices
preconfigured on your network, disable the
alarms for non-commissioned devices. Do
not delete them.

To disable alarms for non-commissioned devices,
use the following procedure:

1. Open the Service webpage (Figure 6-4).

2. Go to the Configure tab, and select Alarm No-
tifier.

Communicatio

Network

Welcome ta the PowerCommand™ iWatch 100, This Web site provides access to a
Lontorks® network, The PowerCommand ™ iwatch 100 provides the following features
for single site monitoring, Multi site configurations are available on request.

+ oneline Diagram
+ Genset Monitaring
+ Genset Control

* ATS Monitoring

+ ATS Control

+ Alarm Summary

+ Alarm Log

+ Alarm Hotification
+ Local Digital /0

+ Remats Digital 1/0

Click the Service button to access the server configuration Web pages. Click on the
Standard button to access the PowerCommand™ iwatch 100 web pages.

FIGURE 6-4. SELECTING SERVICE BUTTON ROM WEB PAGE



. The Alarm Notifier Dialog Box appears (see
Figure 6-5).

. There are two input arrows on the screen.
Click on Input Values.

. The right-hand pane opens and displays all of
the pre-defined alarms. At the top of that pane,
select the Show Advanced properties radio
button.

. Click the box in the Disabled column next to an
alarm to disable it.

. When finished with making modifications, se-
lect Submit in the upper left corner of the
screen.

8.

If an alarm appears in the Alarm Summary, de-
lete the sumlogl.dat and histlogO.dat files
from the PowerCommand iWatch 100. These
files are located in the alarm log folder on the
PowerCommand iWatch 100.

ALARM ACKNOWLEDGMENT

By default all alarms require an acknowledgement.
If you desire to change that default:

1.

Navigate to the Alarm Log Data Point web-
page (see Figure 6-5).

. Remove the check for an alarm in the Ac-

knowledgment Required column.

. Select Submit in the upper left corner of the

screen.

roweren ey s ECHELON

SETUP NETW/ ORK CONFIGURE VIEW T m LOG DFF

Input Values
~g

i.LON 1003
\ Configure - Alarm Notifier - Main
—
v Name Description
= M JEma\IAlarm MNotifisr
‘-:?n;;\: arm o
e Summary Log |
| e |

FIGURE 6-5. ALARM NOTIFIER DIALOG BOX
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FIGURE 6-6. ALARM NOTIFIER LOG DATA POINTS

CUSTOMIZING THE 16 USER DEFINED
DIGITAL ALARMS

There are 16 pre-defined digital alarm points that
you may assign to network variable outputs. See
Figure 6-7. You use these pre-defined digital
alarms by binding a digital nvo from a network de-
vice to one of the digital alarm points on the Power-
Command iWatch 100 (nvi) and then renaming it.

In the example below, DIM Input 1 is bound to
Alarm Point 1. In the i.LON config, this alarm may
be named appropriately for the point wired to the
DIM input.

iWatch100.Alarm

FIGURE 6-7. 16 DIGITAL ALARM POINTS




To rename alarm points, use the following proce- 4. On the “Configure Data Points” screen, click
dure: on the left hand side (+ sign) next to the i.LON

. 100 Fi 6-9).
1. Open the internet browser, then the Power- (see Figure )

Command iWatch 100 web page.

2. Select Service (see Figure 6-4) to open the 5. Next click on the (+ sign) next to NVL.

Data Point Selection screen (see Figure 6-8).

3. From the main menu, choose Configure— 6. Then click on the (+ sign) next to dynamic.
Data Points. This page loads slowly.

i LON 1003 oo = EHEON
[ e | wervonc | cowmooe | viw | oo | wes | tocor |

Welcome to e3
T

Event Scheduler
Pulse Counter

web Binder

Welcome.

This web site provides access to a Lonworks network. It is hosted by an i.LON
100 Internet Server.

For more information on the i.LON family of products, including software
updates, please visit http://www.echelon.com/ilon

FIGURE 6-8. DATA POINT SELECTION

i LON( 1005 POWERED BY :%HDN'
' [ st | o | cowiame | view | oo | wwr | wcon |

Configure - Data Points

[ submit |

[ et |

O Show visible Data Points | @ Show all Data Points [l RULES
© Use Alias names ® Use Data Point names [} Data Puint name
E-f

ILLON 100: 146,91,130,193:80 Alizs name ‘
E}- iLON100
° MOD Location
E‘° WyL X Description ‘
E|--° dynamic
-2 ATS Mo.1 Communication Use Default value ‘
-2 ATE Mo.l Fault Code
- ATS Mo Fault Type Use Invalid value ‘
-2 ATE Mo.2 Cormrmunication
-2 ATS Mo.2 Fault Code Format description ‘
W ATS Mo.2 Fault Type
-3 ATS Ma.3 Communication Unit string \
2 ATS Mo.3 Fault Code
-3 ATS Mo.3 Fault Type Max send time (heartheat)
W ATS Mo.d Communication 3 3
- ATS No.d Fault Code Ain send time (throttle)

FIGURE 6-9. AVAILABLE ALARMS
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7. A tree will be populated with the names of
available alarms. Scroll down until you see
customer alarms 1 through 16 (see Figure
6-10).

8. Choose the customer alarm, and rename the
Alias name to a name that describes the
alarm.

1.LON 100&3

9. Choose the customer alarm, and rename the
description to a name that describes the
alarm.

10. Save the changes by clicking Submit.

NOTE: You can modify multiple alarms before you
click Submit.

For another reference on how to configure alarms,
please refer to the i.LON 100 User’s Guide.

POWERED BY : Eﬂ'laDN'

[ swmt o Configure - Data Points
[ et |
-2 ATS MoS Delayved Fault Code
-2 ATS Mot Delayved Fault Code = Index 1222
3 ATS No7 Delayed Fault Code Data Point name MYL_rwvadlarm01_137
-2 ATS MoB Delayved Fault Code
™ Y Custorner Alarm 01] &lizs name ‘Customer alarm 01
-2 Custorner &larm 02
3 Custorner alarm 03 Location PLOM100/MNYLY dynamic
3@ Customer Alarm 04 Description \Custarmer Alarm 01
-2 Customer Alarm 05
-2 Customer Alarm 06 [ Use Default value ‘
-2 Customer Alarm 07
2 Customner Alarm 08 [ use Invalid value ‘
-2 Customer Alarm 09
- Custorner Alarrm 10 Format deseription ‘SNVT_SWitCh
-3 Customer Alarm 11
W Custorner Alarm 12 Unit string ‘Value
-2 Customner Alarm 13
3 Custorner Alarm 14 Max send time (heartbeat) u]
-2 Customner Alarm 15 ) .
.2 Custorner Alarm 16 Min send time (throttle) u]

-2 Genset No.1l Communication - — ii ;

FIGURE 6-10. SCROLL DOWN THE TREE
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ALARM NOTIFICATION VIA A DIAL-UP
PROVIDER

To enable the PowerCommand iWatch 100 to con-
nect to a dial-up provider, use the following proce-
dure. From the Service page:

1. Move your mouse over Network, and click
LAN/WAN.

2. In the left hand pane, right click on the i.LON
100 at the top of the tree, and select Add Con-
nection.

3. In the right hand pane, hame the new connec-

tion.

4. Enter the necessary phone number, user id,

and password for connection to your ISP (see
Figure 6-11).

5. Right click on the new connection just added

in the left hand pane, and select Add Server.

6. Type in the IP Address or name of your SMTP

Server (see Figure 6-12).

7. In the left hand pane, right click on the new

SMTP server you added, and select Add Ser-
vice.

Fe Edt Vew Favortes Tock  Heb

Q- QO [x @& Powe yrmens @ (2-5 =~ JE

Addrais @)

iLON1003

el Network - LAN/ WAN
——

& E‘.go;:nn Connsction nane
= 0 Tumaround addrevs Phone Homber
= webBinder
= mailesmpany com User fume
Email (Defauity

Pactwaord
]
b ddewnend

A T S [

|iai-out Alarm Connection

[CJerns [ClPersictent GRRS

A B frnbsidad o ve Vi rriss .83 78

FIGURE 6-11. NEW CONNECTION

Fe Ede vew Favortes Tosk  Hel

Qua- O [= @ 6 P rrens @ 3- 5 =@

i.LON 10083

(= cabmit == I Network - LAN / WA

=B iLon 100 t
Bl Lons Conngstion nime
= 0 Turnaround Address Phone Mumber
= webBinder
= & mail coenpany £om Uksr name
Email (Crafauk)
Prmwrd

| | Re-grier prarwerd
| Dotete ¥ Adanced

Dial-Out Alarm Connecton

[Cloens ClPerrictent GRS

somaonadaarthlink nat

S Bt Qe

1 LM 100 Tomispcitenl Exfvenra Varvisn 1030

FIGURE 6-12. NEW SMTP SERVER



8.

10.

When the Add Service menu is displayed, se-
lect Email (SMTP). Click on OK (see Figure
6-13).

. Beneath your SMTP server icon is an Email

(Default) icon. Click on it and enter your
source e-mail address, user name, and pass-
word.

Click on the Submit button to save this infor-
mation to the PowerCommand iWatch 100.

E-mails through modem are sent just like the LAN
configuration.

2 Add Service - Microsoft Int... EJ|E|E|

select the type of zervice to add ta
mailrelay . cummins. com

) =] Email (SMTP

O : Web Binder deztination
) #8 Ls Uplink

) ED Time (SNTR)

T

Cancel ]

FIGURE 6-13. SERVICE PROVIDER

ARCHIVING /CAPTURING ALARM LOG

DATA

The PowerCommand iWatch 100 stores its log
data in a binary file. To copy this data to Excel, fol-
low these steps:

. Navigate to the log file you are interested in

(Summary or History).

. While viewing the data points, use your

mouse to highlight all of the data on the web
page you want to capture (hold down left
mouse button and swipe mouse over the web

page).

. With your mouse over one of the data points,

right click, and select Copy.

. Open Excel, click on cell A1, right click over

cell Al, and select Paste.

You cannot adjust column width and row height.
You can manipulate the data to suit your needs.
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7. User Names and Passwords

It is possible to setup different user names and
passwords by using iLON100 Web Security.

The PowerCommand iWatch™ 100 comes with
two levels of security as the default. Default does
not require a log-in in order to view data web
pages. However, log-in is required for access to
control function web pages. The username user
and the password user are required for access to
the control functions. And username ilon and the
password ilon are required to change configura-
tion pages including alarm notification settings.

There is another security file included on the Pow-
erCommand iWatch 100 CD. If loaded, it requires
logging in to view the data web pages. The user-
name guest and the password guest allow view-
ing PowerCommand iWatch 100 web pages only.
Username user and password user are required
for access to the control functions. Username ilon
and password ilon are required for access to con-
figuration pages.

NOTE: The PC that logged into the PowerCom-
mand iWatch 100 stays that way until ei-
ther logged out by means of the Log Off
button located at the right side of the web
page, or all Internet Explorer sessions are
closed. Cummins Power Generation
recommends always using the Log Off
button to make sure that control func-
tions are protected by a secure log-on
procedure.

Administrative level log-on for setup and configu-
ration is gained by username ilon and password
ilon. This allows complete access to the Power-
Command iWatch 100.

Choose which security file you want to load into the
PowerCommand iWatch 100. If you want to use
the lower level of security, you already have the file

in your project-specific folder in the Image folder. If
the project requires the higher level of security,
copy the webparams.dat file from the Security Op-
tions folder to your project’s Image folder.

ADDING NEW USERS/MODIFYING USER
PERMISSIONS

NOTE: Do not make modifications to the files in
the secuity options folder. Modify the secu-
rity settings in your customer specific proj-
ect folder.

Cummins Power Generation suggests that you
limit modifications of these files to adding and de-
leting users, and adding and moving users be-
tween already defined groups. Directions beyond
this point are not provided in this manual.

When you create the project folder, the “no log-in
for viewing” web pages is loaded into the Power-
Command iWatch 100 by default. The file where
the security settings are located is called webpa-
rams.dat. Itis located at the root level of the Power-
Command iWatch 100’'s directory structure.

Modifications can be made directly to this file, or
the restricted access security file can be loaded
and modified also. The restricted access file is lo-
cated in the Security Options folder that is copied
to your computer when you copy the PowerCom-
mand iWatch 100’s CD contents to your PC for the
first time: C:\PowerCommandiWatch 3 02 20
04\Security Options.

NOTE: Make sure you are using the copy of the
webparams.dat file in the project-specific
folder. The original files should never be
modified.

Open the webparams.dat file in the project folder
using this program: “ilon web server security pa-
rameter”.
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You can locate this file as follows:

1. Choose Start from your PC.

2. Open All Programs.

3. Choose Echelon i.LON 100.

4. Choose “i.LON 100 Web Server Security and
Parameters”. See Figure 7-1.

5. Choose File—0Open.
6. Browse to the location of the webparam file.

7. Open it. See Figure 7-2.

| M@ EcheloniLon 100 : 9
I Echelon i.LOM 600 e
| @ Echelon LS Utiliies r ®
I@ Echelon LonMaker For Windows k| 'f‘__
| :@ Echelon LonPoint Software r '}_’:
@ Echelon LonWarks-IP Configuration Server P =
I'Jﬂ Echelon ModeBuilder Software ) '}"__
l.@ Echelon SLTA-10 Metwork Adapter 4 ()
I Gateway 3.08 3 8
I Inkel PROSEE Wirslass » Q)
i iPass r =
I@ Lexmark. b =
| @ Mainfrarme ) =
| F Marimba 8 B
| ) Microsoft Office b =
i) Microsaft Office Tools v eS|

i.LOM 100 Configuration Ukility Help

i,LOM 100 Images Folder

I.LOM 100 Inkernet Server General Configuration User's Guide
i, LM 100 Internet Server Plug-in Confiquration User's Guide
i,LOM 100 Internet Server Programmer's Reference

I,LOM 100 Inkernet Server Quick-Start Guide

i, LM 100 Internet Server Web Page Configuration User's Guide
j.LOM 100 ReadMe First

i, LCIM 100 \Web Server Security and Parameters

i,LOM 100 Weh Server Security and Parameters Help

i.LOM 100 Hatdware Guide

i,LOM 100 Plug-In Supplemeant

i,LOM 100 Programmer's Reference

i, LM 100 Quick-Skart Guide

{,LOM 100 User's Guide

IP-852 Channel User's Guide

Look jn: ] =) Image

ilf:_,'] alarmLog ICpulseBackup
E] config Ihweb
[hdata =
|hlorwarks

ilf:',‘]ltCu:unFig

[Cmodules

File name: ]'W'el:uF'arams.dat

Files of type: | DAT Files [*.dat)

_:j Cancel

FIGURE 7-2. OPEN WEBPARAMS FILE
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The active tab is Users. You will see two users
listed at the bottom of the window, or three users if
you started with the restricted security file. See Fig-
ure 7-3. Create new entries in the following order:

a. Define new User if required

b. Assign user to a group
c. Save the webparams.dat file

d. Copy webparams.dat file back to the
PowerCommand iWatch 100 and reboot

B i.LON Web Server Security and Parameters

File Help
1 Eru:uups1 I:cu:aticuns] Eealms1 gliases] Earameters]
Jsernanme |
Paszword ]
Canfi
o Add User
ilon
LiEET Replace
Remove
Statuz
[l data consistent

FIGURE 7-3. USER’S TAB

Adding a User

To add a user:

1. Select the User’s tab from the i.LON 100 Web
Server Parameters main dialog box. The
user’s dialog box appears.

2. In the Username field, enter the name of the
user you are adding. The username must be
unique and cannot include spaces or colons.
The limit is 16 characters.

3. Enter the password in the password field. It
will appear as asterisks.

4. Re-enter the password to confirm it.

5. Click Add User. at the right side of the dialog
box. Your new username appears in the win-
dow in the lower part of the dialog box.

Deleting a User

NOTE: The user must not be in any group in order
to be deleted from the list of users. See the
procedure for removing a user from a
group.

To delete a user:

1. Select the user’s name from the list in the win-
dow.

2. Click Remove at the right side of the dialog
box.

Assigning Users to a Group
To assign users to a group:

1. Select the Groups tab from the i.LON 100 Web
Server Parameters main dialog box. The
Groups dialog box appears.

2. In the Groups window, select the group to
which you want to assign users.

3. At the far right of the screen, select the user
you want from the list in the user’s window.
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4. Click Add User at the right side of the dialog
box. The username appears in the group win-
dow.

Removing Users from a Group

To remove a user from a group:

1. Select the Groups tab from the i.LON 100 Web
Server Parameters main dialog box. The
Groups dialog box appears.

2. In the Groups window, select the group from
which you want to remove a user.

3. In the middle window named Users in a
Group, select the user you want to remove
from the list.

4. Click Remove.. The username disappears
from the list.

Saving the Webparam.dat File

NOTE: The WebParams.dat file should never be
edited with a text editor. The i.LonWebPa-
rams program performs consistency
checking on the web page security infor-
mation that you define. A text editor cannot
perform the necessary checking.

To save the security profile:

1. From the i.LON 100 Web Server Parameters

main dialog box, select “Validate” from the file
menu.

2. At the very bottom left of the dialog box, review

the Status message. You need to see “All data
consistent” before you proceed.

. If you see another message, fix the problem.

Then run “Validate” again.

. Select Save. from the file menu. The Save

dialog box appears.

NOTE: Do not change the name of the file from
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WebParams.dat. You should save this file
back to the Image folder under the specific
project folder you are using.

5. When asked if you want to replace the existing

file, click Yes..

. Copy this file back to your PowerCommand

iWatch 100 using the FTP process. This file
goes at the root of the PowerCommand
iWatch 100 directory structure

(FEEp /XXX XXX XXX XXX).

. Reboot the PowerCommand iWatch 100 for

changes to take effect.



Appendix A. Troubleshooting the Network

Connection

This appendix is a general troubleshooting guide for
connecting to the PowerCommand iWatch™ 100
with your computer. The operating system used for
this Appendix is Windows XP SP2.

This section is a help section only. Cummins
takes no responsibility for any problems that
may arise in the use of the information of this
section. Itis recommended that you contact the
customer’s IS/IT group before putting the
PowerCommand iWatch 100 on the network.

If you are having troubles setting up the PowerCom-
mand iWatch 100 to the network, it is best to start by
connecting it directly to your computer.

NOTE: For Cummins Employees using Power-
Swept machines, this will require admin
rights.

Connecting the PowerCommand iWatch 100 di-
rectly to your computer:

1. Plug an Ethernet patch cable from the Power-
Command iWatch 100 directly into your com-
puter.

2. Launch a Command Prompt. Open Start —
Run, and type cmd.

Run ﬁ|

Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it Far wau,

Qpern: w

[ o] 4 H Cancel H Browse, ..

FIGURE A-1. COMMAND PROMPT

If you successfully ping your i.LON, simply retry
to open the i.LON 100’s internal or custom web
pages using Internet Explorer 6.0 or higher. If
you are not successful, continue to the next
step.

3. Type the command “ipconfig” in the command
window. This will display the addresses that
your computer has assigned to its Ethernet
adapters. Your Local Area Connection must
have an address with a compatible subnet to
the PowerCommand iWatch 100 (the first three
octets must match the PowerCommand
iWatch 100’s xxx.xxx.xxx). See Figure A-2.

The subnet mask of your Local Area Connec-
tion and the PowerCommand iWatch 100 must
match if you are connecting directly from your
computer to the PowerCommand iWatch 100.

If your computer is not on the same subnet, or
the subnet mask does not match your Power-
Command iWatch 100, refer to the procedure
under Setting a Static Address on your Com-
puter later in this section.

4. In the Command Prompt window, try to ping the
PowerCommand iWatch 100. Type “Ping
XXX XXX XXX.XXX" as shown in Figure A-3. If you
are successful, a reply will be returned indicat-
ing the turn-around time of the request and re-

ply.

Remember that the default address of the Power-
Command iWatch 100 is 192.168.1.222. If you have
loaded a CPG image, or changed the IP address
per the customer’s requirements, you will have to
ping the appropriate address. If the PowerCom-
mand iWatch 100 is not found, the message “Re-
quest timed out” is displayed (see Figure A-4).

If the ping failed, make sure that your computer’s IP
settings are compatible with the PowerCommand
iWatch 100 and that the PowerCommand iWatch
100 is powered. Check to see that the PowerCom-
mand iWatch 100 has a link light illuminated, which
indicates a good Ethernet patch cable connection.
Verify the i.LON 100’s IP address using HyperTer-
minal.

If you successfully ping your PowerCommand
iWatch 100, re-attempt to open its internal or cus-
tom web pages using Internet Explorer 6.0 or high-
er.



\WINDOWS\System32\cmd. exe

C:sDocuments and Settingssfh2?3>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix ced.corp.cunmmins . com
IP Address. . . . . 146.91.136.178
Subnet Mask . . . . 255_255_.248 .8
Default Gateway . . 146.91.136.1

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix

IP Address. . . . . 192.168.1.154
Subnet Mask . . . . - 255.255.255.8
Default Gateway . . - 1922.168.1.8

Ethernet adapter Wireless Metwork Connection:
Connection—specific DNS Suffix : ced.corp.cummins.com
IP Address. . . . 146.91 138 .16
Subnet Mask . . . 255.255.248.8
Default Gateway . 146.71.136.1

C:=“Documents and Settings~fh2%3>

FIGURE A-2. ENTERING THE IPCONFIG COMMAND

CAWINDOWS\System 32\cmd. exe
(C> Copyright 1985-2001 Microsoft Corp.

C:~Documents and Settings>fh2?3>ping 192.168.1.222
Pinging 192_.168.1.222 with 32 hytes of data:

192.168.1.222: hytes=32 time<{ims TTL=64
192.168.1.222: hytes=32 time<ims TTL=64
192.168.1.222: bytes=32 time<imsz TTIL=64
Reply from 192 _168.1_222: hytes=32 time<lms TTL=64

Ping statistics for 172.168.1.222:

Packetz: Sent = 4. Heceived = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bmz. Maximum = Bms. Average = Bms

C-~Documents and Settings~fhZ93>

FIGURE A-3. PINGING THE POWERCOMMAND iWATCH 100

CAWINDOWS\System 32\cmd. exe
C-“Documents and Settings“fbZ93>ping 192_.168.1_222

192 _168.1.222 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 172.168.1.222:
Packets: Sent = 4, Heceived = B, Lost = 4 (188x loss>.

C:s\Documents and Settings~fh293>

FIGURE A-4. PING FAILURE MESSAGE



SETTING A STATIC ADDRESS ON YOUR
COMPUTER

To be able to dynamically change your IP address
or set a static address on your computer, the com-
puter must be connected to a live Ethernet port. You
can verify this by looking at the Ethernet jack on the
back of your computer. With the patch cable con-
nected to a live Ethernet port, there should be an
LED illuminated at the jack, either green or amber.

1. Open up the Start —+ My Network Places (see
Figure A-5).

2. From the My Network Places window, select
View Network Connections from the Network
Tasks window on the left side of the screen (see
Figure A-6.

L e gt S ...
LA o High-Spad frier...
AN or Mighr Speed Inker...,

N Internet

bl [lctscape Mavigakor
E-miail

e Metscape Messenger
Internet Explorer
Latus Motes

LonMaker For \Windows

Microsoft Word

E<eb JH

e PowerCommand For
Cnan Windows

® indows Media Player

All Programs D

‘-_} My Documents

,;_J My Recent Documents

__O} My Pictures

__:( My Music

g! My Compukter
? My Metwork Places

}:\_é Printers and Faxes

@) Help and Support

g| Log OFf |§| Shut Diown

caremed
Corracted

FIGURE A-5. OPENING “MY NETWORK PLACES”

Device Namer

Cormasrt HOADIIOMD,. 3050
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FIGURE A-6. SELECTING “VIEW NETWORK CONNECTIONS”
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3. From the Network Connections page, right

click on your Local Area Network connection,
and select Properties (see Figure A-7).

% Netwerk Connectiom

[ Croatn & fww coremtan
i Cherrgs Windowes Fromal
sektngs

W Dicatla this nebwork devis
0, R th conrmitn

Tiee T Dwrce hame:
Db Dsconnectsd Conewant MDA DLIOMD.,. 3080
LA r High-Spead it Conncted Intel{R) FROMWorelest 79...
Lior High Sowd Indir..,  Cormacted Broadcon Nebitrems 57..,
Lner Hohvpesd ntwr,,, - Disabled ot Systans YPH Adcher

e o e TR

The screen shown in Figure A-8 is displayed.

FIGURE A-7. LOCAL AREA NETWORK CONNECTION

FIGURE A-8. LOCAL AREA CONNECTION PROPERTIES

—- Local Area Connection Properties

General | Authentication | Advanced |

Connect uzing:

B&E InteliR) PROAODYE Metwark Connection

This connection uses the following items:

Tranzmizzion Control Protocol/Intermet Protocol. The default
wide area network. pratocol that provides communication
across diverse interconnected netwarks.

[] Show icon in notification area when connected

.@ (oS Packet Scheduler ~
T iPazz Protocol IEEE 8027#] w2.2.1.9
Intermet Protocal [TCRAAR) -
b’
< 1] | *
Dezcription

e

][ Cancel ]
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The following steps will affect your
connection to your LAN. You must restore your
original settings to get back on your LAN after
you are done with the PowerCommand iWatch
100.

NOTE: For Cummins Employees using Pow-
er-Swept machines, the following
steps will require Admin rights on the
computer in use.

4. From the Local Area Connection Properties
window, scroll down and select “Internet Proto-
col (TCP/IP),” and click on Properties. The
window in Figure A-9 is displayed.

5. Select “Use the following IP address” and enter
the information shown in Figure A-10.

6. Select OK when finished. Then select Close in
the Local Area Connection Properties window.
This will apply your changes.

NOTE: If you are asked to reboot your computer,
your computer is not currently connected to
a live Ethernet jack. You may either reboot,
or connect your computer to a live Ethernet
jack and repeat this process.

7. Using the Command window, try to ping the
PowerCommand iWatch 100 again. It should
work now.

8. If this doesn't work, refer to the procedure in the
Console Connection portion of Section 4 and
use the Show command to confirm the address
and subnet mask of you PowerCommand
iWatch 100.

9. Then adjust the appropriate settings above to
communicate.

NOTE: Your subnet mask must match that of
the PowerCommand iWatch 100 for
communication.

10. Remember to restore you settings in the Local
Area Connection Properties when you are
done to obtain an IP address automatically.

A-5

Internet Protocol (TCP/IP) Properties

General | Alemate Configuration

You can get IP settings assigned automatically if your netwark, supports
thiz capability. Othenwize, you need to ask your netvork. administrator for
the appropriate [P zettings.

(®)ibtain an IF address automaticalls
(7 Use the following IP address:

(%) Obtain DMS server address automatically
(7 Use the following DS server addiesses:

[ Ok H Cancel ]

FIGURE A-9. INTERNET PROTOCOL (TCP/IP)
PROPERTIES

Internet Protocol (TCPfIP) Properties

General

Yo can get |P settings assigned automatically if your netwark. supports
thiz capability. Othernwize, you need to agk pour network. adminiztrator for
the appropriate 1P settings.

() Obtain an 1P address autamatically
(#) Uze the fallowing 1P address:

IP addrezs: 192 168 . 1 . 254

Subnet mask; [R5 . 285 . 285 . 0

Default gateway:

(#) Uze the fallowing DNS server addiesses:
Breferned DMS server:

Alternate DMS server:

[ 0K H Cancel l

FIGURE A-10. MODIFIED INTERNET PROTOCOL
(TCP/IP) PROPERTIES
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